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1. INTRO UCTION

1.1. OVERVIEW

The  Smait  Tachlgiaph  io  the  oecl�d  ge�eiatl�  lf  the  Digital  Tachlgiaph,  a  cl�till  device  fli

ieclidi�g diiveio' actviteo, ouch ao diivi�g a�d ieot peiildo i� clmmeicial vehicleo. The uoe lf the

digital  tachlgiaph  io  iequiied  by  law  i�  the  Euilpea�  U�il�.  The  Smait  Tachlgiaph  hao  bee�

i�tilduced by Regulatl� (EU) Nl 165/20rs14 [2] lf the Euilpea� Pailiame�t a�d lf the Clu�cil.

Similai tl the Digital Tachlgiaph oyotem (Ge�-1),  the Smait Tachlgiaph oyotem (Ge�-2) io  a thiee-

layeied hieiaichic Public Key I�fiaotiuctuie (PKI) oyotem. A Rllt Ceiticatl� Authliity io eotabliohed at

the Euilpea� level (Euilpea� Rllt Ceiticatl� Authliity li ERCA) a�d io cl��ected tl the difeie�t

Membei State Ceiticatl� Authliiteo (MSCAo) tl cieate a cl�oiote�t a�d oecuie oyotem. The ille lf

ERCA io  tl  oecuiely  ceitfy  the public  keyo  lf  the MSCAo tl eotablioh  a  tiuoted ceiticatl� chai�.

Mlielvei, the ERCA alol diotiibuteo a �umbei lf oymmetiic maotei keyo tl the MSCAo.

At the �atl�al level, the ille lf the MSCAo io tl oecuiely ceitfy the public keyo lf Smait Tachlgiaph

equipme�t  iooued  u�dei  theii  acclu�tability:  Vehicle  U�ito  (VU),  Tachlgiaph  Caido  (TC),  Mltl�

Se�olio (MS) a�d/li Extei�al GNSS Faciliteo (EGF). Mlielvei, MSCAo aie ieopl�oible fli diotiibut�g

maotei keyo a�d/li ciyptlgiaphic data deiived film maotei keyo tl the clmpl�e�t peiol�alizeio (CP)

that aie ieopl�oible fli iooui�g thio equipme�t.

At the equipme�t level, equipme�t peiol�alizeio aie ieopl�oible fli cieat�g equipme�t key paiio a�d

i�oeit�g equipme�t keyo a�d ceiticateo oecuiely i�tl theii equipme�t. Fli olme typeo lf equipme�t,

peiol�alizeio alol i�oeit oymmetiic keyo i�tl the equipme�t. Peiol�alizeio lbtai� theoe keyo film the

ERCA li film the MSCA.

Tl e�ouie clmpatbility with exiot�g iiot-ge�eiatl� equipme�t, oecl�d-ge�eiatl� equipme�t ohall

be  equipped  blth  with  iiot  ge�eiatl�  (TDES  a�d  RSA)  keyo  a�d  ceiticateo  ao  well  ao  oecl�d-

ge�eiatl� (AES a�d ECC) keyo a�d ceiticateo. Thio mea�o that fli the flieoeeable futuie, tachlgiaph

caido will cl�tai� twl applicatl�o, ao opeciied i� Appe�dix 2 tl A��ex 1C lf EU 799/20rs16 [3].

Fli  mlie  detailo,  the  ieadei  io  iefeiied  tl  the  Impleme�t�g  Regulatl�  (EU)  799/20rs16  [3],  a�d

eopecially  tl  Appe�dix  11  lf  A��ex  1C  theielf.  Nlte  that  thio  Regulatl�  hao  bee�  ame�ded  by

Clmmiooil� Impleme�t�g Regulatl� (EU) 50rs2/20rs18. Eveiy iefeie�ce tl EU 799/20rs16 [3] i� thio MSA

ceiticate pllicy io oupploed tl i�clude theoe ame�dme�to.

Pait  A lf  Appe�dix 11 dei�eo the oecuiity mecha�iomo fli the iiot-ge�eiatl� tachlgiaph oyotem

(digital tachlgiaph) baoed l� RSA public-key ciyptlgiaphic oyotemo a�d Tiiple-DES baoed oymmetiic

ciyptlgiaphic oyotemo.

Pait B lf Appe�dix 11 deociibeo hlw elliptc cuive-baoed public-key ciyptlgiaphic oyotemo a�d AES-

baoed oymmetiic ciyptlgiaphic oyotemo aie uoed tl iealize thio fli the oecl�d-ge�eiatl� tachlgiaph

oyotem.
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A Public Key I�fiaotiuctuie (PKI) hao bee� deoig�ed tl oupplit the public-key ciyptlgiaphic oyotemo,

while  the  oymmetiic  ciyptlgiaphic  oyotemo  iely  l�  maotei  keyo  that  have  tl  be  deliveied  tl  the

ieleva�t actlio. A� i�fiaotiuctuie cl�oiot�g lf thiee layeio hao bee� oet up. At the Euilpea� level, the

Euilpea� Rllt Ceiticatl� Authliity (ERCA) io ieopl�oible fli the ge�eiatl� a�d ma�ageme�t lf illt

public-piivate  key  paiio,  with  the  ieopectve  ceiticateo,  a�d  oymmetiic  maotei  keyo.  ERCA  iooueo

ceiticateo tl Membei State Ceiticatl� Authliiteo (MSCAo) a�d diotiibuteo oymmetiic maotei keyo tl

the MSCAo. The MSCAo aie ieopl�oible fli the iooua�ce lf Smait Tachlgiaph equipme�t ceiticateo, ao

well ao fli the diotiibutl� lf oymmetiic maotei keyo a�d lthei data deiived film the maotei keyo tl be

i�otalled i� Smait Tachlgiaph equipme�t.

Thio  dlcume�t  fllllwo  the  fiamewlik  fli  CPo  deociibed  i�  RFC  3647  [4].  The  Symmetiic  Key

I�fiaotiuctuie pllicy hao bee� added tl thio dlcume�t, pieoeivi�g the lay-lut lf RFC 3647 [4]. Hlw

MSCA itoelf clmplieo with thio Ceiticate a�d Symmetiic Key I�fiaotiuctuie Pllicy io deociibed i� the

MSCA Ceiticatl� Piactce Stateme�t (CPS).

The key wlido “iequiied”, “ohall”, “ohall  �lt”, “ohluld”, “ohluld �lt”, “ieclmme�ded”, “may”, a�d

“lptl�al” i� thio dlcume�t aie tl be i�teipieted ao deociibed i� RFC 2119 [5].

1.2.  OCUMENT NAME AN  I ENTIFICATION

Thio  dlcume�t  io  �amed  “Secl�d  Ge�eiatl�  Digital  Tachlgiaph  (Smait  Tachlgiaph)  Republic  lf

Bulgaiia Membei State Authliity (MSA) Ceiticate Pllicy a�d Symmetiic Key I�fiaotiuctuie Pllicy”. Thio

Ceiticate Pllicy dleo �lt have a� ASN.1 lbject ide�tiei. Such a� ide�tiei io �lt �eeded, ao the

ceiticateo uoed i� the Smait Tachlgiaph oyotem dl �lt cl�tai� a iefeie�ce tl thio pllicy.

The current version is 1.0.

1.3. APPROVAL

This policy was endorsed by the European Root Certicaton Authority – ERCA

Digital Tachlgiaph Rllt Ceiticatl� Authliity

Digital Citze� Secuiity U�it

Euilpea� Clmmiooil�

Jli�t Reoeaich Ce�tie, Iopia Eotabliohme�t (TP.360rs)

Via E. Feimi, 1

I-210rs20rs Iopia (VA)

l�

<11/03/2019 >
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1.4. SCOPE AN  APPLICABILITY

Thio ceiticate pllicy io valid fli the Smait Tachlgiaph Syotem l�ly.

The  omait  caido  a�d  digital  ceiticateo  iooued  by  the  MSCA  aie  l�ly  fli  uoe  withi�  the  Smait

Tachlgiaph oyotem.

1.5.  OCUMENT OBJECTIVE

The Ceiticate Pllicy (CP) fli the MSA at the �atl�al level fli the iiot ge�eiatl� lf Digital Tachlgiaph

io “Natl�al Pllicy lf the Republic lf Bulgaiia l� Digital Tachlgiaph Syotemo” veioil� 2.4.1 It layo dlw�

the pllicy at �atl�al level fli key ge�eiatl�, key ma�ageme�t a�d ceiticate oig�i�g fli the Digital

Tachlgiaph oyotem (iiot-ge�eiatl� tachlgiaph oyotem).

The lbjectve lf thio dlcume�t io tl flim  the Ceiticate Pllicy (CP) fli the MSA at the Republic lf

Bulgaiia  level  fli  elliptc  cuive-baoed  public-key  ciyptlgiaphic  oyotemo  a�d  AES-baoed  oymmetiic

ciyptlgiaphic oyotemo: “Secl�d Ge�eiatl� Digital Tachlgiaph (Smait Tachlgiaph) Republic lf Bulgaiia

Membei State Authliity (MSA) Ceiticate Pllicy a�d Symmetiic Key I�fiaotiuctuie Pllicy” veioil� 1.0rs.

It layo dlw� the pllicy at Republic lf Bulgaiia level fli key ge�eiatl�, key ma�ageme�t a�d ceiticate

oig�i�g  fli  elliptc  cuive-baoed  public-key  ciyptlgiaphic  oyotemo  a�d  AES-baoed  oymmetiic

ciyptlgiaphic oyotemo fli the Smait Tachlgiaph oyotem.
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1.6. TACHOGRAPH SYSTEM ORGANIZATION

A� illuotiatl� lf the Tachlgiaph oyotem liga�izatl� io ohlw� i� the iguie bellw:

Figure 1 Tachograhh system organDzaton (colored boxes are covered Dn thDs document
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1.7. PARTICIPANTS

The paitcipa�to i� the Smait Tachlgiaph PKI a�d i� the Symmetiic Key I�fiaotiuctuie aie deociibed

heie a�d iepieoe�ted i� Figure 1.

Figure 1 (Paitcipa�to i� the Smait Tachlgiaph PKI a�d oymmetiic key i�fiaotiuctuie) alol iepieoe�to

the excha�geo betwee� the paitcipa�to, �amely ERCA, MSCAo a�d clmpl�e�t peiol�alizeio (CPo).
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Figure 2 Partcipants in the maart Tachograph PKI  and syaaetric key inrrastructure
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1.7.1. Natonal AuthorDty

Reopl�oible fli the Natl�al pllicy io the Membei State Authliity (MSA).

The Republic lf Bulgaiia Membei State Authliity (MSA), iefeiied tl heiei�afei ao BG-MSA appli�to

the liga�izatl� which impleme�to thio pllicy at the �atl�al level.

1.7.2. Certicaton AuthorDtes

1.7.2.1. Eurohean Root Certicaton AuthorDty (ERCA)

ERCA io the illt Ceiticatl� Authliity (CA) that oig�o public key MSCA ceiticateo. It lpeiateo the

fllllwi�g clmpl�e�t oeiviceo: iegiotiatl� oeivice, ceiticate ge�eiatl� oeivice, diooemi�atl� oeivice.

ERCA ge�eiateo PKI illt key paiio a�d ieopectve ceiticateo, all�g with li�k ceiticateo tl cieate a

chai� lf tiuot betwee� difeie�t illt ceiticateo.

The ERCA Smait Tachlgiaph Euilpea� Rllt Ceiticate Pllicy a�d Symmetiic Key [1] io available l� the 

JRC weboite at:

httpo://dtc.jic.ec.euilpa.eu/iltddlc/Smait220rsTachlgiaph220rs-220rsEuilpea�220rsRllt220rsCeiticate

220rsPllicy220rsa�d220rsSymmetiic220rsKey220rsI�fiaotiuctuie220rsPllicy220rsv1.0rs.pdf

1.7.2.2. ForeDgn MSCAs

Flieig� MSCAo (�l� BG-MSCA) aie lut lf oclpe lf thio pllicy, ao theie will be �l diiect i�teiactl�

betwee� the BG-MSCA a�d a�y lthei MSCAo.

1.7.2.3. BG-MSCA

The Republic lf Bulgaiia Membei State Ceiticatl� Authliity (MSCA), iefeiied tl heiei�afei ao BG-

MSCA io appli�ted by the BG-MSA.

The BG-MSCA ohall lpeiate i� cl�flima�ce with all applicable iequiieme�to i� 

 thio BG-MSA ceiticate pllicy, 

 the ERCA ceiticate pllicy fli the Digital Tachlgiaph;

 the ERCA ceiticate pllicy fli the Smait Tachlgiaph;

 the EU Regulatl� 799/20rs16 [3] i� paitculai A��ex 1C.

I� paitculai, the ieopl�oibiliteo lf the BG-MSCA aie:

 tl  have  available  a�  BG-MSCA  oyotem  fli  Pilductl�  ao  well  ao  a�  BG-MSCA  oyotem  fli

I�teilpeiability Teot�g puiploeo, acclidi�g tl the (EU) Regulatl� 799/20rs16 [3];
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 tl  oecuiely  ge�eiate,  otlie  a�d  ma�age  Ge�eiatl�-1  (RSA)  Membei  State  key  paiio,  i�

acclida�ce with the iequiieme�to i� oectl� 3 lf Appe�dix 11 tl A��ex 1C, a�d i� “Chaptei 6

Tech�ical Secuiity Cl�tillo” lf thio pllicy.

 tl cieate Key Ceiticatl� Requeoto fli theoe RSA keyo cl�flim the Digital Tachlgiaph ERCA

ceiticate  pllicy,  a�d  oe�d  thloe  tl  the  ERCA tl  lbtai�  the  cliieopl�di�g  Membei  State

ceiticateo;

 tl  oecuiely  ge�eiate,  otlie  a�d  ma�age  Ge�eiatl�-2  (ECC)  MSCAdCaid  key  paiio,  i�

acclida�ce with the iequiieme�to i� oectl� 9.1.3 lf Appe�dix 11 tl A��ex 1C, a�d i� “Chaptei

6 Tech�ical Secuiity Cl�tillo” lf thio pllicy. 

 tl cieate Ceiticate Sig�i�g Requeoto fli theoe ECC keyo cl�flim the Smait Tachlgiaph ERCA

ceiticate  pllicy,  a�d  oe�d  thloe  tl  the  ERCA  tl  lbtai�  the  cliieopl�di�g  MSCAdCaid

ceiticateo;

 tl  iooue ceiticateo  fli  iiot-ge�eiatl� tachlgiaph caid public  keyo  a�d oecl�d-ge�eiatl�

tachlgiaph caid public keyo upl� iequeot lf the BG-CP;

 tl oe�d the Ge�-1 a�d Ge�-2 BG-MSCA ceiticateo tl the BG-CP;

 tl keep tiaceable ieclido lf all lf iooued caid ceiticateo;

 tl ieceive a Key Diotiibutl� Requeot cl�flim the ERCA ceiticate pllicy film the BG-CP a�d

fliwaid that iequeot tl the ERCA tl lbtai� a Key Diotiibutl� Meooage cl�tai�i�g a maotei key;

 tl oecuiely ma�age the Key Diotiibutl� Meooage a�d oe�d it tl the BG-CP.

Mlielvei, the MSCA ohall: 

 explai� hlw the MSCA clmplieo with all applicable iequiieme�to i� thio MSA ceiticate pllicy;

 ieview ito CPS tl make ouie it otll accuiately deociibeo the actual oyotemo a�d pilceooeo lf the

BG-MSCA, a�d �ltfy the BG-MSA ablut a�y �eceooaiy cha�geo;

 eotablioh a� i�flimatl� oecuiity ma�ageme�t oyotem (ISMS), baoed l� a iiok aooeoome�t fli all

the lpeiatl�o i�vllved. The ISMS ohall clvei all pilceooeo ielated tl the iooui�g lf tachlgiaph

caido a�d the ma�ageme�t lf peiol�al data l� theoe caido. The impleme�tatl� lf the ISMS

ohall be ceitied acclidi�g tl ISO 270rs0rs1 [19];

 mai�tai� adequate liga�izatl�al a�d i�a�cial  ieoluiceo tl lpeiate i� cl�flimity with the

iequiieme�to laid dlw� i� thio BG-MSA ceiticate pllicy.

1.7.3. RegDstraton AuthorDtes

The  BG-MSCA  clmpiioeo  l�ly  a  ceiticatl�  authliity.  Fu�ctl�ality  aoolciated  with  a  iegiotiatl�

authliity (RA) io peiflimed by the Caid Iooui�g Authliity (CIA). The Republic lf Bulgaiia Caid Iooui�g

Authliity (CIA), iefeiied tl heiei�afei ao BG-CIA io appli�ted by the BG-MSA.

The BG-CIA ohall lpeiate i� cl�flima�ce with all applicable iequiieme�to i�:
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 thio BG-MSA ceiticate pllicy; 

 the ERCA ceiticate pllicy fli the Digital Tachlgiaph;

 the ERCA ceiticate pllicy fli the Smait Tachlgiaph;

 the EU Regulatl� 799/20rs16 [3] i� paitculai A��ex 1C.

The BG-CIA io ieopl�oible fli

 iooui�g a (Pilductl�) tachlgiaph caid l� iequeot lf a Caid Hlldei;

 pilvidi�g cliiect a�d clmplete peiol�alizatl� data (i�cludi�g caid ceiticate(o) data) tl the

BG-CP fli each tachlgiaph caid tl be iooued;

 peiflimi�g tachlgiaph caid (ceiticate) life cycle ma�ageme�t;

 iooui�g  tachlgiaph  caido  ao  �eeded  by  the  Euilpea�  Digital  Tachlgiaph  Labliatliy  fli

I�teilpeiability Teot�g, ao opeciied i� the Smait Tachlgiaph Equipme�t I�teilpeiability Teot

Speciicatl�.

1.7.4. Comhonent PersonalDzer

The Republic lf Bulgaiia Clmpl�e�t Peiol�alizei (CP), iefeiied tl heiei�afei ao BG-CP io appli�ted by

the BG-MSA.

The Caid Peiol�alizei ohall lpeiate i� cl�flima�ce with all applicable iequiieme�to i�:

 thio BG-MSA ceiticate pllicy;

 the ERCA ceiticate pllicy fli the Digital Tachlgiaph;

 the ERCA ceiticate pllicy fli the Smait Tachlgiaph;

 the Regulatl� 799/20rs16 [3], i� paitculai A��ex 1C.

I� paitculai, the ieopl�oibiliteo lf the BG-CP aie:

 tl have available a� BG-CP oyotem fli Pilductl� ao well ao a CP oyotem fli I�teilpeiability

Teot�g puiploeo, acclidi�g tl the Regulatl� 799/20rs16 [3];

 tl ge�eiate Key Diotiibutl� Requeoto fli all each lf the cuiie�tly valid veioil�o lf the Mltl�

Se�oli Maotei Key – Wlikohlp Caid pait (KM-WC) a�d the DSRC Maotei Key (KDSRC) cl�flim

the ERCA ceiticate pllicy, a�d oe�d theoe iequeoto tl the BG-MSCA tl be fliwaided tl the

ERCA;

 tl ieceive the ieoult�g Key Diotiibutl� Meooageo film the ERCA via the BG-MSCA a�d deciypt

a�d oecuiely otlie the KM-WC a�d the KDSRC;

 tl  otlie,  uoe  a�d ma�age the KM-WC a�d KDSRC i�  acclida�ce with  the iequiieme�to  i�

“Chaptei 6 Tech�ical Secuiity Cl�tillo” lf thio pllicy;

 tl ha�dle tachlgiaph caid peiol�alizatl� data i� acclida�ce with applicable data piltectl�

iuleo a�d iegulatl�o;

 tl pilvioil� a�d peiol�alize omait tachlgiaph caido l� iequeot lf the BG-CIA;
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 tl e�ouie a�d veiify the cl�oiote�cy lf all electil�ic a�d vioual peiol�alizatl� data l� each

caid;

 tl package a�d label the peiol�alized tachlgiaph caido;

 tl keep the BG-CIA i�flimed lf the peiol�alizatl� otatuo lf each tachlgiaph caid

 eotablioh a� i�flimatl� oecuiity ma�ageme�t oyotem (ISMS), baoed l� a iiok aooeoome�t fli all

the lpeiatl�o i�vllved. The ISMS ohall clvei all pilceooeo ielated tl the iooui�g lf tachlgiaph

caido a�d the ma�ageme�t lf peiol�al data l� theoe caido. The impleme�tatl� lf the ISMS

ohall be ceitied acclidi�g tl ISO 270rs0rs1 [19];

 mai�tai� adequate liga�izatl�al a�d i�a�cial  ieoluiceo tl lpeiate i� cl�flimity with the

iequiieme�to laid dlw� i� thio BG-MSA ceiticate pllicy.

1.7.5. ServDce AgencDes

Seivice Age�cieo, whe� uoed tl lpeiate oeiviceo clveied by thio pllicy, have lbligatl�o tlwaido the

FNI-MSA  acclidi�g  tl  cl�tiactual  agieeme�to.  Deopite  lf  ouch  agieeme�to,  BG-MSA  ietai�o  full

ieopl�oibility fli a�y Smait Tachlgiaph oeiviceo, clveied i� thio dlcume�t.

1.7.6. SubscrDbers

The  oubociibeio  tl  the  BG-MSCA  ceiticate  oig�i�g  oeivice  aie  the  Caid  Hlldeio:  diiveio,  cl�till

lfficeio, tia�oplit�g clmpa�ieo a�d wlikohlp empllyeeo. Theoe paiteo uoe the Ge�eiatl�-1 Caid

ceiticate li the Ge�eiatl�-2 CaiddMA ceiticate l� theii caido tl i�teiact with a vehicle u�it.

Caid Hlldeio aie ieopl�oible fli:

 iequeot�g a� i�ital tachlgiaph caid at the BG-CIA;

 whe� expiiy lf theii tachlgiaph caid io immi�e�t, tmely iequeot�g a ie�ewal at the BG-CIA;

 pilvidi�g accuiate a�d clmplete i�flimatl� tl the BG-CIA, i� paitculai duii�g iegiotiatl�

a�d whe� iequeot�g a tachlgiaph caid;

 uoi�g theii tachlgiaph caid a�d the ceiticate(o) l� that caid l�ly fli the puiploeo opeciied i�

A��ex 1C;

 exeicioi�g ieaol�able caie tl avlid u�authliized uoe lf the caid;

 �ltfyi�g the BG-CIA withlut delay a�d iequeot�g a ieplaceme�t caid if:

o the caid io llot, otlle�, li malfu�ctl�i�g;

o the peiol�alizatl� data lf the caid io, li beclmeo, i�accuiate;

o the PIN clde lf a wlikohlp caid io clmpilmioed (i.e. beclmeo k�lw� tl a thiid paity);

o the Caid Hlldei fliglt the PIN clde lf theii wlikohlp caid.
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 ietui�i�g  caido  that  aie  malfu�ctl�i�g,  i�accuiately  peiol�alized  li  whloe  PIN  io

clmpilmioed li fligltte� tl the BG-CIA l� iequeot.

Regaidi�g the �umbei lf caido that ca� be iequeoted:

 Caid Hlldeio lf a diivei caid li cl�till caid may iequeot a�d plooeoo at mlot l�e valid diivei

caid li cl�till caid;

 Caid Hlldeio lf wlikohlp caid may iequeot a�d plooeoo at mlot l�e valid wlikohlp caid fli

each  acciedited  wlikohlp  l�  whloe  behalf  the  Caid  Hlldei  peiflimo  tachlgiaph-ielated

duteo;

 Caid Hlldeio lf a clmpa�y caid may iequeot a�d plooeoo multple valid clmpa�y caido.
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1.7.7. RelyDng Partes

Paiteo ielyi�g l� the public key ceiticatl� oeiviceo lf the BG-MSCA aie piimaiily the �atl�al a�d

i�tei�atl�al  authliiteo  (cl�till  bldieo)  taoked with  e�flici�g  the iuleo  a�d iegulatl�o iegaidi�g

diivi�g tmeo a�d ieot peiildo. Theoe paiteo uoe the ceitied public key i� the Ge�-1 Caid ceiticate

a�d the Ge�-2 CaiddSig� ceiticate l� diivei a�d wlikohlp caido tl validate the authe�tcity a�d

i�tegiity lf data dlw�lladed film ouch caido, by veiifyi�g the oig�atuie lvei theoe data.

1.8. RESPONSIBLE ORGANIZATIONS

1.8.1. Member State AuthorDty (MSA)

I� Republic lf Bulgaiia, the Membei State Authliity (heiei�afei, BG-MSA), which io i� chaige lf thio

ceiticate pllicy, io:

MDnDstry  of  Transhort,  Informaton  Technology  and  CommunDcatons  (MTITC)  of  the  RehublDc  of

BulgarDa a�d io ieopl�oible fli aopecto lf the Tachlgiaph oyotem.

The contact address or the BG-MmA is:

MDnDstry of Transhort, Informaton Technology and CommunDcatons 

9, Dyakon I gnaty str. moia 1000, Bulgaria

1.8.2. Member State Certicaton AuthorDty (MSCA)

The appli�ted Membei State Ceiticatl� Authliity fli Republic lf Bulgaiia (heiei�afei, BG-MSCA) io:

Executve  Agency  “Road  Transport  Adainistraton”  of  the  MDnDstry  of  Transhort,  Informaton

Technology and CommunDcatons (MTITC) of the RehublDc of BulgarDa.

The contact address or the BG-MmCA is:

Executve Agency “Road Transport Adainistraton” 

5, Gen. Y. V. Gourko mtr.

moia 1000, Bulgaria

BG-MSCA  may  oubcl�tiact  paito  lf  ito  pilceooeo  ao  BG-MSCA  tl  oubcl�tiactlio,  called  Seivice

Age�cieo. The uoe lf Seivice Age�cieo i� �l way dimi�ioheo ito lveiall ieopl�oibiliteo ao BG-MSCA.

1.8.2.1. Certicate ServDce ProvDder (CSP)

The appli�ted oeivie age�cy fli BG-MSCA heiei�afei Republic lf Bulgaiia Ceiticate Seivice Pilvidei

(CSP) io:

Trub-Demax PLC

The contact address or the CmP is:
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Abagai 16
Gliublya�e
1138 Slia
Bulgaiia

1.8.3. Card IssuDng AuthorDty (CIA)

The appli�ted Caid Iooui�g Authliity fli Republic lf Bulgaiia (heiei�afei, BG-CIA) io:

Executve  Agency  “Road  Transport  Adainistraton”  of  the  MDnDstry  of  Transhort,  Informaton

Technology and CommunDcatons (MTITC) of the RehublDc of BulgarDa.

The contact address or the BG-MmCA is:

Executve Agency “Road Transport Adainistraton” 

5, Gen. Y. V. Gourko mtr.

moia 1000, Bulgaria

BG-CIA may oubcl�tiact paito lf ito pilceooeo ao BG-CIA tl oubcl�tiactlio, called Seivice Age�cieo. The

uoe lf Seivice Age�cieo i� �l way dimi�ioheo ito lveiall ieopl�oibiliteo ao BG-CIA.

1.8.3.1. RegDstraton AuthorDty (RA)

The appli�ted oeivie age�cy fli BG-CIA heiei�afei Republic lf Bulgaiia Regiotiatl� Authliity (RA) io:

Executve Agency “Road Transport Adainistraton” 

5, Gen. Y. V. Gourko mtr.

moia 1000, BulgariaThe contact address or the RA is:

Executve Agency “Road Transport Adainistraton” 

5, Gen. Y. V. Gourko mtr.

moia 1000, Bulgaria

1.8.4. Comhonent PersonalDzer (CP)

The appli�ted Clmpl�e�t Peiol�alizei fli Republic lf Bulgaiia (heiei�afei, BG-CP) io:

Executve  Agency  “Road  Transport  Adainistraton”  of  the  MDnDstry  of  Transhort,  Informaton

Technology and CommunDcatons (MTITC) of the RehublDc of BulgarDa.

The contact address or the BG-MmCA is:

Executve Agency “Road Transport Adainistraton” 

5, Gen. Y. V. Gourko mtr.

moia 1000, Bulgaria

BG-CP may oubcl�tiact paito lf ito pilceooeo ao BG-CP tl oubcl�tiactlio, called Seivice Age�cieo. The

uoe lf Seivice Age�cieo i� �l way dimi�ioheo ito lveiall ieopl�oibiliteo ao BG-CP.
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1.8.4.1. PersonalDzaton ServDce ProvDder (PSP)

The appli�ted oeivice age�cy fli BG-CP heiei�afei Republic lf Bulgaiia Peiol�alizatl� Seivice 

Pilvidei (PSP) io:

Trub-Demax PLC

The contact address or the CmP is:

Trub- emax PLC
Abagai 16
Gliublya�e
1138 Slia
Bulgaiia

1.9. KEY AN  CERTIFICATE USAGE

1.9.1. AhhrohrDate Certicate Uses

Ceiticateo iooued by the BG-MSCA may be uoed ao caid ceiticateo i� the Smait Tachlgiaph oyotem, ao

opeciied i� Appe�dix 11 lf A��ex 1C lf EU Regulatl� 799/20rs16 [3].

1.9.2. ProhDbDted Certicate Uses

All lthei uoeo lf ceiticateo iooued by the BG-MSCA aie pilhibited.

1.10. POLICY A MINISTRATION

1.10.1. Natonal AuthorDty

Reopl�oible fli thio Natl�al CA pllicy fli Republic lf Bulgaiia Tachlgiaph Syotem io the BG-MSA.

The BG-MSA appli�to the liga�izatl� which impleme�to thio pllicy at the �atl�al level a�d pilvideo

key ceiticatl� a�d key diotiibutl� oeiviceo tl the clmpl�e�t peiol�alizeio (CPo).

1.10.2. AhhoDnted MSCA

BG-MSCA io ieopl�oible fli impleme�tatl� lf thio pllicy at the �atl�al level a�d fli the pilvioil� lf

key ceiticatl� a�d key diotiibutl� oeiviceo tl the clmpl�e�t peiol�alizeio (CPo) a�d io iefeiied tl

heiei�afei ao the Republic lf Bulgaiia Membei State Ceiticatl� Authliity (BG-MSCA).

BG-MSA ohall e�ouie that the BG-MSCA hao the ieoluiceo iequiied tl lpeiate i� cl�flimity with thio

pllicy.  The  BG-MSCA  ohall  dlcume�t  ito  impleme�tatl�  lf  thio  pllicy  i�  a  Ceiticatl�  Piactce

Stateme�t (CPS). The BG-MSCA CPS io the BG-MSCA’o pilceduial dlcume�t, which detailo hlw the BG-
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MSA ceiticate pllicy io e�fliced i� day-tl-day ma�ageme�t. The dlcume�t io devellped by the BG-

MSCA. The BG-MSCA CPS io lw�ed by the BG-MSCA. The BG-MSCA CPS ohall be tieated ao ieotiicted

i�flimatl�. The BG-MSCA ohall make the cl�te�to lf ito CPS available tl Membei State Authliiteo

a�d ito auditlio l� a �eed-tl-k�lw baoio.

The BG-MSCA CPS ohall be ma�aged, ieviewed, a�d mldiied fllllwi�g dlcume�t cl�till pilceduieo.

The BG-MSA ohall be ieopl�oible tl deteimi�e whethei the BG-MSCA CPS clmplieo with thio BG-MSCA

CP. The BG-MSA'o otateme�t lf clmplia�ce io baoed l� a oecuiity ieview peiflimed by the BG-MSA li

a� BG-MSA’o appli�ted auditli.

The BG-MSCA ohall mai�tai� ieclido lf ito lpeiatl�o ao appilpiiate tl deml�otiate cl�flimity with

thio pllicy, a�d ohall make theoe ieclido available tl the BG-MSA l� dema�d.

Clmplai�to film clmpl�e�t peiol�alizeio (CP) ablut the oeiviceo pilvided by the BG-MSCA ohall be

addieooed tl the BG-MSA tl be dealt with.

1.11.  EFINITIONS AN  ACRONYMS

1.11.1.  einDtons

Card/Tachograhh cards: I�tegiated Ciicuit equipped caid, i� thio pllicy thio io equivale�t tl the uoe lf

the teimo”IC-Caid” a�d “Smait Caid”.

Cardholder: A peiol� li a� liga�izatl� that io a hlldei a�d uoei lf a Tachlgiaph caid. I�cluded aie

diiveio, clmpa�y iepieoe�tatveo, wlikohlp wlikeio a�d cl�till bldy otaf.

Certicate: I� a ge�eial cl�text a ceiticate io a meooage otiuctuie i�vllvi�g a bi�di�g oig�atuie by the

ioouei veiifyi�g that the i�flimatl� withi� the ceiticate io cliiect a�d that the hlldei lf the ceitied

public key ca� pilve plooeooil� lf the aoolciated piivate key.

Certicate  PolDcy: A  �amed  oet  lf  iuleo  that  i�dicateo  the  applicability  lf  keyo,  ceiticateo  a�d

equipme�t tl a paitculai clmmu�ity a�d/li claoo lf applicatl� with clmml� oecuiity iequiieme�to.

Certicaton  Practce  Statement  (CPS): A  otateme�t  lf  the  piactceo  that  a  ceiticatl�  authliity

empllyo i� iooui�g ceiticateo a�d io cl��ected tl the actual ceiticate pllicy.

EquDhment: I� the Tachlgiaph oyotem the fllllwi�g equipme�t exioto: Tachlgiaph caido, VU (vehicle

u�ito) a�d Mltl� Se�olio.

Manufacturer/EquDhment manufacturer: Ma�ufactuieio lf Tachlgiaph equipme�t. I� thio pllicy, mlot

lfe� uoed fli VU a�d Mltl� Se�oli ma�ufactuieio, oi�ce theoe have diot�ct illeo i� the Syotem.

Moton  Sensor  key: A  oymmetiic  key  uoed  fli  the  Mltl�  Se�oli  a�d  VU  tl  e�ouie  the  mutual

ieclg�itl�.

PrDvate key: The piivate pait lf a� aoymmetiic key paii uoed fli public key e�ciyptl� tech�iqueo. The

piivate key io typically uoed fli oig�i�g digital oig�atuieo li deciypt�g meooageo. Alol called Seciet key.
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PublDc key: The public pait lf a� aoymmetiic key paii uoed fli public key e�ciyptl� tech�iqueo. The

public key io typically uoed fli veiifyi�g digital oig�atuieo li tl e�ciypt meooageo tl the lw�ei lf the

piivate key.

Tachograhh cards/Cards: Flui difeie�t type lf omait caido fli uoe i� the Tachlgiaph oyotem: Diivei

caid, Clmpa�y caid, Wlikohlp caid, Cl�till caid.

User: Uoeio aie equipme�t uoeio a�d aie eithei Caid Hlldeio fli caid li ma�ufactuieio fli Vehicle

u�ito/Mltl� Se�olio. All uoeio ohall be u�iquely ide�tiable e�tteo.
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1.11.2. Acronyms

AES Adva�ced E�ciyptl� Sta�daid

CAR Ceiticatl� Authliity Refeie�ce

CHR Ceiticate Hlldei Refeie�ce

CIA Caid Iooui�g Authliity

CP Clmpl�e�t Peiol�alioei

CP Ceiticate Pllicy

CPS Ceiticatl� Piactce Stateme�t

CRL Ceiticate Revlcatl� Liot

DSRC Dedicated Shlit Ra�ge Clmmu�icatl�

CSR Ceiticate Sig�i�g Requeot

DER Diot�guiohed E�cldi�g Ruleo

EC Elliptc Cuive

EC Euilpea� Clmmiooil�

ECC Elliptc Cuive Ciyptlgiaphy

EGF Extei�al GNSS Facility

EA Euilpea� Authliity

ERCA Euilpea� Rllt Ceiticatl� Authliity

EU Euilpea� U�il�

GNSS Gllbal Navigatl� Satellite Syotem

HSM Haidwaie Secuiity Mldule

JRC Jli�t Reoeaich Ce�tie

KCR Key Ceiticate Requeot

KDR Key Diotiibutl� Requeot

KDM Key Diotiibutl� Meooage

KID Key Ide�tiei

KM Mltl� Se�oli Maotei Key

KM-VU VU pait lf KM

KM-WC WC pait lf KM

KID Mltl� Se�oli Ide�ticatl� Key

KP Mltl� Se�oli Paiii�g Key

KDSRC DSRC Maotei Key

MA Mutual Authe�tcatl�

MlS Mltl� Se�oli
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MSA Membei State Authliity

MSCA Membei State Ceiticatl� Authliity

NCP Nlimalioed Ceiticate Pllicy

PKI Public Key I�fiaotiuctuie

RA Regiotiatl� Authliiteo

RFC Requeot fli Clmme�t

TLV Type-Le�gth-Value

VU Vehicle U�it

WC Wlikohlp Caid
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2. PUBLICATION AN  REPOSITORY RESPONSIBILITIES

2.1. REPOSITORIES

The BG-MSA io ieopl�oible fli the public weboite httpo://ita.glvei�me�t.bg which io ieploitliy fli BG-

MSA public dlcume�to.

The ceiticateo oig�ed by the BG-MSCA aie alol be mai�tai�ed i� a ota�d-all�e databaoe which dleo

�lt �eed tl be public.

BG-MSCA io ieopl�oible fli otlii�g all iooued equipme�t ceiticateo i� a ieploitliy. Thio ieploitliy dleo

�lt �eed tl be public.

2.2. PUBLICATION OF CERTIFICATION INFORMATION

The BG-MSA publioheo the fllllwi�g i�flimatl� l� ito weboite:

 BG-MSA Ceiticate Pllicy fli Digital Tachlgiaph Syotem;

 BG-MSA Ceiticate Pllicy fli Smait Tachlgiaph Syotem, MSA Ceiticate Pllicy a�d Symmetiic

Key I�fiaotiuctuie Pllicy (thio dlcume�t);

 BG-MSA Ceiticate Pllicy cha�ge pilploal i�flimatl�;

 A clmplia�ce otateme�t by the ERCA fli the BG-MSA ceiticate pllicy;

 A clmplia�ce otateme�to by the BG-MSA fli BG-CIA, BG-MSA a�d BG-CP Ceiticatl� Piactce

Stateme�to.

The BG-CIA Ceiticatl� Piactceo Stateme�t io �lt public, but ohall be clmmu�icated l� iequeot a�d

l� a �eed tl k�lw baoio tl the ieleva�t paiteo.

The BG-MSCA Ceiticatl� Piactceo Stateme�t io �lt public, but ohall be clmmu�icated l� iequeot a�d

l� a �eed tl k�lw baoio tl the ieleva�t paiteo.

The BG-CP Ceiticatl� Piactceo Stateme�t io �lt public, but ohall be clmmu�icated l� iequeot a�d l�

a �eed tl k�lw baoio tl the ieleva�t paiteo.

The BG-MSA ceiticate pllicy clmplia�ce otateme�to ohall be iooued by ERCA l� clmpletl� lf the BG-

MSA ceiticate pllicy ieview pilceoo dei�ed i� ERCA pllicy.

By publiohi�g the BG-MSCA ceiticate i�flimatl� i� BG-MSA ieploitliy, BG-MSA ceitieo that:

 ERCA hao iooued the BG-MSCA;

 the i�flimatl� otated i� the ceiticate wao veiiied i� acclida�ce with thio pllicy a�d the CPS;

 The BG-MSCA hao accepted the ceiticate.
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2.3. TIME OR FREQUENCY OF PUBLICATION

I�flimatl� ielat�g tl cha�geo i� thio pllicy ohall be publiohed acclidi�g tl the ochedule dei�ed by

the cha�ge (ame�dme�t) pilceduieo laid dlw� i� oectl� 9.13 lf thio pllicy.

Similaily, i�flimatl� ielat�g tl the cha�geo i� the BG-MSA ceiticate pllicieo a�d the BG-CIA, BG-

MSCA  a�d  BG-CP  CPSo  ohall  be  publiohed  acclidi�g  tl  the  ocheduleo  dei�ed  by  the  cha�ge

(ame�dme�t) pilceduieo laid dlw� i� ERCA CPS a�d the BG-MSA CP, ieopectvely.

Cha�geo tl the BG-CIA, BG-MSCA a�d BG-CP CPSo ohall �lt be public, but ohall l�ly be clmmu�icated

tl the ieleva�t paiteo fllllwi�g the �eed tl k�lw pii�ciple.

2.4. ACCESS CONTROLS ON REPOSITORIES

All i�flimatl� available via the MSA weboite ieploitliy ohall have iead-l�ly acceoo.

All  i�flimatl�  publiohed  l�  the  MSA  weboite  ieploitliy  ohall  be  available  via  a  oecuie  I�tei�et

cl��ectl�.
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3. I ENTIFICATION AN  AUTHENTICATION

Thio chaptei deociibeo hlw ide�ticatl� a�d authe�tcatl� (I&A) ohall take place fli i�ital a�d ie-key

ceiticate iequeoto a�d fli oymmetiic key diotiibutl� iequeoto.

3.1. NAMING

3.1.1. Tyhes of name

3.1.1.1. Certicate subecect and Dssuer

The Ceiticatl� Authliity Refeie�ce (CAR) a�d Ceiticate Hlldei Refeie�ce (CHR) ide�tfy the ioouei

a�d oubject  lf  a  ceiticate.  They ohall  be  flimed i�  the fllllwi�g way ao  deociibed i�  A��ex 1C,

Appe�dix 11, CSMd136 a�d Appe�dix 1:

Entty Identier Constructon
MSCA Ceiticatl� Authliity

Key Ide�tiei (KID)

Natl� �umeiic

Natl� alpha

Key oeiial �umbei

Additl�al i�fl

CA ide�tiei (‘0rs1’)
Caid Ceiticateo Exte�dedSeiialNumbei Seiial Numbei

Ml�th Yeai

Type

Ma�ufactuiei Clde
Table 1 I dentiers ror MmCA certicate and subcects

Teot key ceiticateo, teot ceiticate iequeoto, teot key diotiibutl� iequeoto a�d teot key diotiibutl�

meooageo  fli  the  puiploe  lf  I�teilpeiability  Teoto,  ohall  cl�tai�  the  valueo  ’54  4B’  (”TK”)  i�  the

additl�alI�fl ield.

The value lf the additl�alI�fl ield i� the CHR lf BG-MSCA ceiticateo fli Pilductl� ohall have the

value ‘FF FF’.
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3.1.1.2. Key  DstrDbuton Requests and Key  DstrDbuton Messages

Key Diotiibutl� Requeoto a�d Key Diotiibutl� Meooageo aie ide�tied by the key ide�tiei lf the

ephemeial public key ge�eiated by the BG-MSCA, oee oectl�  4.2.1 lf thio pllicy. The key ide�tiei

value io deteimi�ed acclidi�g tl oectl� 3.1.1.1 lf thio pllicy with the fllllwi�g mldiicatl�o:

- Natl�Numeiic: ao appilpiiate fli the iequeot�g e�tty
- Natl�Alpha: ao appilpiiate fli the iequeot�g e�tty
- keySeiialNumbei: u�ique fli the iequeot�g e�tty
- additl�alI�fl: ‘4B 52’ (“KR”, fli Key Requeot), u�leoo it cl�cei�o

a teot  KDR. I� that  caoe, ‘54  4B’  (“TK”,  fli  Teot

Key) ohall be uoed.
- CA ide�tiei: ‘0rs1’

3.1.2. Need for names to be meanDngful

The mea�i�g lf the plooible valueo fli the CHR a�d CAR ieldo i� a caid ceiticate io explai�ed i� the

Smait Tachlgiaph ERCA ceiticate pllicy a�d i� A��ex 1C lf EU Regulatl� 799/20rs16 [3].

3.1.3. AnonymDty or hseudonymDty of subscrDbers

The ielatl� betwee� the CHR ield i� a caid ceiticate iooued by the BG-MSCA a�d the legal peiol� (i.e.

the Caid Hlldei) hlldi�g that ceiticate io iegioteied by the BG-CIA. It ca��lt be eotabliohed film the

cl�te�to lf the ceiticate itoelf.

Subociibei a�l�ymity io �lt alllwed.

3.2. INITIAL I ENTITY VALI ATION

3.2.1. Method to Prove PossessDon of PrDvate Key

Whe� oubmit�g a Key Ceiticatl� Requeot (KCR) tl the BG-MSCA, the BG-CP ohall  pilve it  io  i�

plooeooil� lf the piivate key cliieopl�di�g tl the public key i� the ceiticate. It ohall dl ol by oig�i�g

the KCR cl�te�to with that piivate key. I� lthei wlido, the KCR ohall be oelf-oig�ed.

The  full  KCR  flimat,  i�cludi�g  the  oig�atuie,  io  opeciied  i�  the  “BG-MSCA  -  BG-CP  I�teiface

Requiieme�t Speciicatl�” dlcume�tatl�.
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3.2.2. Authentcaton of OrganDzaton Identty

Ao  deociibed  i�  oectl�  1.7 lf  thio  pllicy,  the  Smait  Tachlgiaph  PKI  a�d  i�  the  Symmetiic  Key

I�fiaotiuctuie paitcipa�to cl�oioto lf:

 a oi�gle BG-MSA, ide�tied i� oectl� 1.8.1 lf thio pllicy;

 a oi�gle BG-MSCA, ide�tied i� oectl� 1.8.2 lf thio pllicy;

 a oi�gle BG-CIA, ide�tied i� oectl� 1.8.3 lf thio pllicy;

 a oi�gle BG-CP, ide�tied i� oectl� 1.8.4 lf thio pllicy.

Si�ce all lf theoe liga�izatl�o aie diiectly appli�ted a�d �l lthei liga�izatl�o will �eed tl cl��ect

tl  the  Republic  lf  Bulgaiia  Smait  Tachlgiaph  oyotem,  it  io  �lt  �eceooaiy  tl  authe�tcate  a�y

liga�izatl�’o ide�tty.

3.2.3. Authentcaton of IndDvDdual Identty

3.2.3.1.  urDng Card AhhlDcaton

The BG-CIA ohall e�ouie that evide�ce lf a Caid Hlldei'o ide�ticatl� a�d accuiacy lf the �ameo a�d

aoolciated data aie pilpeily exami�ed ao pait lf the iegiotiatl� oeivice duii�g caid applicatl�.

I� paitculai: 

 BG-CIA ohall  i�flim the Caid Hlldei  lf  the teimo a�d cl�ditl�o iegaidi�g  the uoe lf  the

ceiticateo;

 BG-CIA  ohall  clmmu�icate  thio  i�flimatl� thilugh  a  duiable  mea�o  lf  clmmu�icatl�  i�

ieadily u�deiota�dable la�guage;

 BG-CIA ohall  clllect  adequate evide�ce,  film a� appilpiiate a�d authliized oluice, lf  the

ide�tty a�d a�y opeciic attiibuteo lf the Caid Hlldei. Submitted evide�ce may be i� the flim

lf eithei papei lf electil�ic dlcume�tatl�. Veiiicatl� lf the Caid Hlldei'o ide�tty ohall be

by appilpiiate mea�o a�d i� acclida�ce with �atl�al law;

 If the Caid Hlldei io a phyoical peiol�, BG-CIA ohall check evide�ce lf the ide�tty agai�ot a

�atl�ally ieclg�ized ide�tty dlcume�t, e.g. a diivei’o lice�oe;

 If the Caid Hlldei io a phyoical peiol� whl io ide�tied i� aoolciatl� with a legal peiol� li

liga�izatl�al e�tty (i.e. a wlikohlp), BG-CIA ohall check evide�ce lf the Caid Hlldei'o ide�tty

agai�ot a �atl�ally ieclg�ized ide�tty dlcume�t, e.g. a �atl�al ID caid, a�d evide�ce that the

Caid Hlldei io i�deed aoolciated with the legal peiol� li liga�izatl�al e�tty;

 if the Caid Hlldei io a� liga�izatl�al e�tty (i.e. a tia�oplit clmpa�y), BG-CIA ohall check the

Caid Hlldei'o ide�tty agai�ot a ieclg�ized iegiotiatl�.
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3.2.3.2.  urDng Card  elDvery

The BG-CIA ohall authe�tcate the i�dividual ide�tty lf a Caid Hlldei beflie deliveii�g a tachlgiaph

caid:

 Fli diivei caido, wlikohlp caido li cl�till caido, the BG-CIA ohall veiify the ide�tty lf the

peiol� ieceivi�g the caid i� peiol� by mea�o lf a check lf a valid ide�tty dlcume�t cl�tai�i�g

a phltlgiaph. The peiol� ieceivi�g the caid ohall be oame peiol� ao the Caid Hlldei lf that

caid;

 Fli clmpa�y caido, the clmpa�y iequeot�g the caid ohall  clmmu�icate the ide�tty lf the

peiol� ieceivi�g the caid l� behalf  lf  the clmpa�y tl BG-CIA piili tl diotiibutl�.  Duii�g

diotiibutl�, BG-CIA ohall veiify the ide�tty lf thio peiol� i� peiol� by mea�o lf a check lf a

valid.

3.2.4. ValDdaton of AuthorDty

Nl otpulatl�.

3.2.5. CrDterDa for Dnteroheraton

BG-MSCA  ohall  �lt  iely  l�  a�y  extei�al  ceiticate  authliity  fli  the  ceiticate  oig�i�g  a�d  key

diotiibutl� oeiviceo they pilvide tl the omait tachlgiaph oyotem.

If the BG-MSCA muot iely l� a� extei�al PKI fli a�y lthei oeivice li fu�ctl�, they ohall ieview a�d

appilve  the  CP  a�d/li  CPS  lf  the  extei�al  ceiticatl�  oeivice  pilvidei  piili  tl  applyi�g  fli

ceiticatl� oeiviceo ao a oubject.

3.3. I&A FOR RE-KEY REQUESTS

The Ide�ticatl� a�d Authe�tcatl� (I&A) pilceduieo fli ie-key iequeoto (oee oectl�o 4.1.7 a�d 4.2.9

lf thio pllicy) ohall be the oimilai tl thloe deociibed i� oectl� 3.2 lf thio pllicy with the additl� lf a�

lutei oig�atuie.

3.4. I&A FOR REVOCATION REQUESTS

BG-MSCA dleo �lt alllw ceiticate ievlcatl�.
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4. LIFE-CYCLE OPERATIONAL REQUIREMENTS FOR CERTIFICATES AN  MASTER KEYS

Thio  chaptei  opeciieo  the  meooage  flimato,  ciyptlgiaphic  mecha�iomo  a�d  pilceduieo  fli  the

applicatl� a�d diotiibutl� lf ceiticateo a�d oymmetiic maotei iooued by BG-MSCA keyo betwee� BG-

MSCA a�d BG-CP.

4.1. PUBLIC KEY CERTIFICATE APPLICATION AN  ISSUANCE

4.1.1. Certicate AhhlDcaton

Key Ceiticatl� Requeoto (KCR) ca� l�ly be oubmitted tl the BG-MSCA by the BG-CP.

Cl�t�uatl� lf key ceiticatl� oeiviceo film the BG-MSCA ohall depe�d l� tmely ieceipt by the BG-

MSA lf the audit ieplito fli all PKI paitcipa�to, deml�otiat�g that all lf theoe paiteo aie cl�t�ui�g

tl fulil theii lbligatl�o ao laid dlw� i� thio BG-MSA ceiticate pllicy.

Ao theie io l�ly l�e BG-CP appli�ted paity that ca� oubmit a key ceiticatl� iequeot, theie io �l

e�illme�t pilceoo fli ouch paiteo.

The ieopl�oibiliteo lf the BG-CP iegaidi�g a� applicatl� fli a caid ceiticate aie:

 tl oecuiely ge�eiate a� RSA li ECC key paii (ao applicable. Fli a� ECC key paii, the BG-CP ohall

uoe ota�daidized dlmai� paiameteio havi�g the oame key otie�gth ao thloe uoed i� BG-MSCA

ceiticate i�dicated i� the CAR ield lf the Key Ceiticatl� Requeot;

 tl cieate a Key Ceiticatl� Requeot (KCR) meooage a�d oe�d it tl the BG-MSCA. The flimat

a�d cl�te�to lf the KCR ohall be ide�tcal tl the tachlgiaph caid ceiticate tl be oig�ed by the

BG-MSCA. Hlwevei, the KCR oig�atuie ohall be veiiiable with the public key cl�tai�ed i� the

KCR. Fli RSA ceiticateo, the oig�atuie ohall be cieated ao opeciied i� oectl� 3.3.2 lf Appe�dix

11 tl A��ex 1C lf  EU Regulatl� 799/20rs16 [3].  Fli ECC ceiticateo,  the oig�atuie ohall  be

cieated ao opeciied i� CSMd150rs i� oectl� 9.3 lf Appe�dix 11 lf EU Regulatl� 799/20rs16 [3].

 tl digitally oig� the KCR.
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A CSR ohall be i� TLV-flimat. Table 2 ohlwo the CSR e�cldi�g, i�cludi�g all tago. Fli the le�gtho, the

DER e�cldi�g iuleo opeciied i� ohall be uoed. The valueo aie opeciied i� the iemai�dei lf thio oectl�.

 ata Obecect Req Tag
Authe�tcatl� c ‘67’

ECC (CV) Ceiticate m ‘7F 21’
Ceiticate Bldy m ‘7F 4E’

Ceiticate Pilile Ide�tiei m ‘5F 29’
Ceiticatl� Authliity Refeie�ce m ‘42’
Ceiticate Hlldei Authliioatl� m ‘5F 4C’
Public Key m ‘7F 49’

Sta�daidioed Dlmai� Paiameteio OID m ‘0rs6’
Public Pli�t m ‘86’

Ceiticate Hlldei Refeie�ce m ‘5F 20rs’
Ceiticate Efectve Date m ‘5F 25’
Ceiticate Expiiy Date m ‘5F 24’

I��ei Sig�atuie m ‘5F 37’
Ceiticatl� Authliity Refeie�ce lf Outei Sig�atuie Sig�atliy c ‘42’
Outei Sig�atuie c ‘5F 37’

Table 2 Certicate sDgnDng request format

a: require; c: conditonal

4.1.1.1. VerDicaton of CSR contents

BG-MSCA ohall e�ouie that a CSR liigi�at�g film a BG-CP io clmplete, accuiate, a�d duly authliized.

BG-MSCA ohall l�ly oig� a ceiticate if thio io the caoe.

Checko fli cliiect�eoo, clmplete�eoo a�d authliizatl� ohall be peiflimed autlmatcally by the BG-

MSCA. If the iequeot io cliiect a�d clmplete, the BG-MSCA authliizeo the oig�i�g lf the ceiticate.

Fli each CSR it ieceiveo, BG-MSCA ohall veiify that:

 the CSR flimat clmplieo with Table 2;

 the CAR cl�tai�ed i� the iequeot i�dicateo the BG-MSCA piivate key cuiie�tly valid fli oig�i�g

the ceiticateo;

 the CHR io u�ique aciloo the e�tie Smait Tachlgiaph oyotem;

 the dlmai� paiameteio opeciied i� the iequeot aie lioted i� Table 1 lf A��ex 1C, Appe�dix 11,

a�d the otie�gth lf theoe paiameteio matcheo the otie�gth lf the BG-MSCA key i�dicated i�

the CAR;

 the public pli�t i� the iequeot hao �lt bee� ceitied by the BG-MSCA pieviluoly a�d hao �lt

bee� uoed ao a� ephemeial key fli oymmetiic key diotiibutl� pieviluoly (oee oectl� 4.2.3 lf

thio pllicy), eve� fli i�teilpeiability teot puiploeo;

 the public pli�t i� the iequeot io l� the cuive i�dicated i� the iequeot;
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 the i��ei oig�atuie ca� be veiiied uoi�g the public pli�t a�d the dlmai� paiameteio i�dicated

i� the iequeot. Thio pilveo that the clmpl�e�t peiol�alizei io i� plooeooil� lf the piivate key

aoolciated with the public key;

If a�y lf theoe checko failo, the BG-MSCA ohall ieject the CSR. The BG-MSCA ohall clmmu�icate the

iatl�ale fli a�y iequeot iejectl� tl the BG-CP i� a� appilpiiate eiili cldi�g meooage.

4.1.1.2. Certicate generaton, dDstrDbuton and admDnDstraton

If all checko oucceed, the BG-MSCA ohall pilceed tl oig� the ceiticate ao deociibed i� oectl� 4.1.3 lf

thio pllicy.

The  fllllwi�g  i�flimatl� ohall  be  ieclided  i�  the  BG-MSCA databaoe  fli  each  ceiticate  oig�i�g

iequeot ieceived:

 the clmplete KCR liigi�at�g film the BG-CP;

 the Ceiticate Hlldei Refeie�ce (CHR);

 the Ceiticate Authliity Refeie�ce (CAR);

 the ceitied public key;

 the EOV (fli Ge�-1 ceiticateo) li CEfD a�d CExD (fli Ge�-2 ceiticateo);

 the clmplete ieoult�g tachlgiaph caid ceiticate, if a�y;

 the ceiticate otatuo “Valid” if the ceiticate io iooued li “Rejected” i� caoe the CSR io iejected;

 a tmeotamp.

4.1.2. Certicates

The flimat lf the public key ceiticateo ca� be flu�d i� oectl� 7.1 lf thio pllicy.

BG-MSCA ohall cieate the oig�atuie lvei the e�clded ceiticate bldy, i�cludi�g the ceiticate bldy tag

a�d le�gth. The oig�atuie algliithm ohall be ECDSA uoi�g the haohi�g algliithm li�ked tl the key oize lf

the oig�i�g authliity, ao opeciied i� A��ex 1C, Appe�dix 11, CSMd50rs. The oig�atuie flimat ohall be

plai�.

ValDdDty herDod of certicates:

 MSCAdcaid ceiticateo  shall  be valDd  for  no more than seven years and one month  from

iooua�ce.

 MSCAdVU-EGF ceiticateo shall be valDd for no more than seventeen years and three months

from iooua�ce.

 CaiddMA Wlikohlp caido ceiticateo shall be valDd for no more than one year film iooua�ce.

 CaiddMA Diivei caido ceiticateo shall be valDd no more than ive years film iooua�ce.

 CaiddMA Clmpa�y caido ceiticateo shall be valDd no more than ive years film iooua�ce.
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 CaiddMA Cl�till caido ceiticateo shall be valDd no more than two years film iooua�ce.

 VUdMA ceiticateo shall be valDd no more than iteen years and 3 months film iooua�ce.

 VUdSig� ceiticateo shall be valDd no more than iteen years and 3 months film iooua�ce.

 EGFdMA ceiticateo shall be valDd no more than iteen years film iooua�ce.

 CaiddSig�  diivei  ceiticateo  shall  be  valDd  no  more  than ive  years  and  one  month  film

iooua�ce.

 CaiddSig� wlikohlp ceiticateo  shall be valDd no more than one year and one month  film

iooua�ce.

4.1.3. Exchange of Requests and Reshonses

Fli tia�oplitatl� lf  ceiticate oig�i�g iequeoto a�d ceiticateo a oecuie cl��ectl� betwee� BG-

MSCA a�d the BG-CP ohall be uoed.

4.1.4. Certicate Accehtance

Upl� ieceptl� lf the ceiticateo film BG-MSCA, the BG-CP ohall check that:

 the flimat lf the ceiticate clmplieo with Table 5 i� oectl� 7.1 lf thio pllicy;

 all ceiticate ield valueo match the valueo iequeoted i� the CSR;

 the ceiticate oig�atuie ca� be veiiied uoi�g the BG-MSCA public key i�dicated i� the CAR

ield.

If a�y lf theoe checko fail, the BG-CP ohall ablit the pilceoo a�d cl�tact the BG-MSCA.

4.1.5. Key PaDr and Certicate Usage

BG-MSCA ohall  mai�tai� a databaoe cl�tai�i�g ceiticate otatuo i�flimatl� fli all  caid ceiticateo

iooued.

4.1.6. Certicate Renewal

Re�ewal lf  ceiticateo,  iooued by BG-MSCA, i.e.  the exte�oil� lf  the validity peiild lf  a� exiot�g

ceiticate, io �lt alllwed.

4.1.7. Certicate Re-key

Ceiticate ie-key fli all ceiticateo iooued by the BG-MSCA io �lt alllwed.

Ceiticate applicatl�, pilceooi�g, iooua�ce, accepta�ce a�d publicatl� io the oame ao fli the i�ital

key paii.

Page 35



Second Generation Digital Tachograph (Smart Tachograph) Republic of Bulgaria Member State Authority (MSA) Certificate Policy and Symmetric Key Infrastructure Policy V 1.0

The  BG-MSCA io  alllwed tl  uoe  multple  MSCA piivate  key  cl�cuiie�tly,  with  lveilappi�g  validity

peiildo  lf  the cliieopl�di�g  ceiticateo.  I�  the  CPS,  the BG-MSCA ohall  opecify  hlw ma�y  MSCA

ceiticateo it will hlld cl�cuiie�tly, a�d at which mlme�to theoe ceiticateo will be ie�ewed.

4.1.8. Certicate ModDicaton

Ceiticate mldiicatl� io �lt alllwed.

4.1.9. Certicate Revocaton and SushensDon

4.1.9.1. CDrcumstances for certicate revocaton

4.1.9.1.1. CDrcumstances for equDhment certicates revocaton

Revlcatl� lf equipme�t a�d caid ceiticateo iooued by BG-MSCA io �lt alllwed.

4.1.9.1.2. CDrcumstances for MSCA certicates revocaton

BG-MSCA ceiticateo ohall be ievlked by ERCA i� the fllllwi�g ciicumota�ceo:

 iejectl� l� ieceipt lf a �ewly iooued ceiticate;

 clmpilmioe li ouopected clmpilmioe lf the BG-MSCA piivate key;

 lloo lf the BG-MSCA piivate key;

 BG-MSCA teimi�atl�;

 BG-MSA li BG-MSCA failuie tl meet lbligatl�o u�dei the Regulatl� a�d ERCA ceiticate

pllicy.

4.1.9.2.Who can request revocaton

BG-MSCA ceiticate ievlcatl� (if the caoe) ohall liigi�ate film the fllllwi�g e�tteo ao authliitatve:

 ERCA;

 BG-MSA;

 BG-MSCA;

4.1.9.3. Procedure for revocaton request

The BG-MSCA ceiticate ievlcatl� pilceduie io deociibed i� BG-MSCA CPS.

4.1.9.4. Revocaton request grace herDod

The giace peiild fli the BG-MSCA ceiticate ievlcatl� io ive wliki�g dayo film the otait lf the

ciicumota�ceo fli ievlcatl�, withi� which a oubociibei ohall make a ievlcatl� iequeot.
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4.1.9.5. Revocaton checkDng requDrements for relyDng hartes

Relyi�g paiteo ohall be ieopl�oible fli checki�g the ceiticate otatuo i�flimatl� publiohed i� ERCA

ieploitliy.

4.1.9.6. Certicate status Dssuance frequency

The  otatuo  lf  the  BG-MSCA  public  key  ceiticateo  ohall  be  ietiievable  l�li�e  film

httpo://dtc.jic.ec.euilpa.eu/.

Statuo lf equipme�t ceiticateo iooued by BG-MSCA io kept i� the BG-MSCA i�tei�al ieploitliy. Thio

ieploitliy dleo �lt �eed tl be public.

4.1.9.7.MaxDmum latency for CRLs

Nlt applicable.

4.1.9.8. On-lDne revocaton / status checkDng avaDlabDlDty

BG-MSCA  ievlcatl�  /  otatuo  i�flimatl�  publiohed  i�  ERCA  ieploitliy  io  l�ly  guaia�teed  tl  be

available duii�g ERCA �limal wliki�g hluio.

BG-MSCA dleo �lt mai�tai� ievlcatl� otatuo fli the iooued ceiticateo.

4.1.9.9. On-lDne revocaton / status checkDng requDrements

Nl otpulatl�.

4.1.9.10. Other forms of revocaton advertsements avaDlable

Nl�e.

4.1.9.11. ShecDal requDrements concernDng key comhromDse

Piivate key clmpilmioe io a oecuiity i�cide�t that ohall be pilceooed.

If the BG-MSCA piivate key io clmpilmioed, li ouopected tl be clmpilmioed, the BG-MSCA ohall �ltfy

the i�cide�t tl ERCA a�d tl the BG-MSA withlut u��eceooaiy delay a�d at leaot withi� 8 hluio lf

detectl�.  I�  theii  �lticatl�,  the  BG-MSCA  ohall  i�dicate  the  ciicumota�ceo  u�dei  which  the

clmpilmioe lccuiied. BG-MSA ohall peiflim a fllllw-up oecuiity i�veotgatl� acclidi�g tl ito oecuiity

i�cide�t ha�dli�g pilceduie a�d the ieoult ohall be ieplited tl ERCA a�d BG-MSCA oubociibeio.
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4.1.9.12. Certicate sushensDon

Equipme�t ceiticate, iooued by BG-MSCA ouope�oil� io �lt alllwed.
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4.1.9.13. Certicate Status ServDce

The BG-MSCA ievlcatl� / otatuo i�flimatl� publiohed i� ERCA ieploitliy io l�ly guaia�teed tl be

available duii�g ERCA �limal wliki�g hluio.

BG-MSCA dleo �lt mai�tai� ievlcatl� otatuo fli the iooued ceiticateo.

4.1.9.14. End of SubscrDhton

Subociiptl� fli the BG-MSCA’o ceiticate oig�i�g oeiviceo e�do whe� the BG-MSA a�d/li BG-MSCA

decideo fli BG-MSCA teimi�atl�. Such a cha�ge io �ltied tl ERCA by the BG-MSA ao a cha�ge tl the

BG-MSA ceiticate pllicy.

I� the caoe lf oubociiptl� e�di�g, the decioil� tl oubmit a ceiticate ievlcatl� iequeot fli a�y valid

BG-MSCA ceiticateo, li tl alllw all BG-MSCA ceiticateo tl expiie, io the ieopl�oibility lf the BG-MSA.

BG-CP  aie  ieopl�oible  fli  e�ouii�g  the  equipme�t  io  pilvided  with  the  appilpiiate  keyo  a�d

ceiticateo. E�d lf oubociiptl� fli the equipme�t ma�ufactuieio e�do whe� BG-CP oubociiptl� fli the

BG-MSCA’o ceiticate oig�i�g oeiviceo e�do.

4.1.9.15. Key Escrow and Recovery

Key eocilw io expieooly flibidde�, mea�i�g that BG-MSCA piivate keyo ohall  �lt be explited tl li

otlied i� a�y oyotem apait film the BG-MSCA oyotemo.

BG-MSCA ohluld uoe the appilpiiate oecuiity cl�tillo a�d backup the BG-MSCA piivate keyo i� lidei

tl oupplit ito buoi�eoo cl�t�uity i� caoe lf ito oyotemo haidwaie li olfwaie failuie. BG-MSCA piivate

keyo muot �evei leave the haidwaie mldule oecuiity e�viil�me�t i� plai� text a�d otil�g e�ciyptl�

muot be uoed fli the backup a�d otliage lpeiatl�o.

4.2. MASTER KEY APPLICATION AN   ISTRIBUTION

4.2.1. Master Key AhhlDcaton

Ao opeciied i� A��ex 1C lf EU Regulatl� 799/20rs16 [3], wlikohlp caido ohall be equipped with the

Mltl� Se�oli Maotei Key – Wlikohlp Caid pait (KM-WC). Thio key io �eeded tl alllw a wlikohlp tl

peiflim paiii�g lf Mltl� Se�oli tl a Vehicle U�it.

A��ex 1C alol opeciieo that cl�till caido a�d wlikohlp caido ohall be equipped with the DSRC Maotei

Key. Thio key io �eeded tl alllw a cl�till lfficei tl deciypt a meooage ieceived film a VU lvei a DSRC

li�k a�d tl veiify ito authe�tcity. Wlikohlpo �eed thio key tl veiify that a VU io able tl oe�d ouch

meooageo.
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Theoe maotei keyo aie ge�eiated by the ERCA. Diotiibutl� lf theoe keyo ca� be iequeoted by BG-MSCA

ao opeciied i� the ERCA ceiticate pllicy.

I� lidei tl be able tl otlie theoe maotei keyo i� the cliieopl�di�g caido, the BG-CP ohall have theoe

keyo at ito dioploal. A high level pilceoo lf diotiibut�g theoe keyo film the ERCA tl the BG-CP (via the

BG-MSCA) io ao fllllwo:

1. BG-CP  ge�eiateo  a  Key  Diotiibutl�  Requeot  (KDR)  fli  a  maotei  key  cl�flimi�g  tl  ERCA

ceiticate pllicy, i�cludi�g the ge�eiatl� lf a� ephemeial key paii fli key agieeme�t i� theii

HSM;

2. BG-CP oe�do the KDR tl the BG-MSCA;

3. BG-MSCA veiiieo the cliiect�eoo lf the KDR ao opeciied i� oectl� 4.2.2.1 lf ERCA pllicy;

4. BG-MSCA oe�do the KDR tl the ERCA by cluiiei, ao opeciied i� the ERCA ceiticate pllicy a�d

the ERCA CPS. The BG-MSCA ohall clmply with all applicable iequiieme�to i� oectl� 4.2.2 lf

the ERCA ceiticate pllicy;

5. ERCA cieateo a Key Diotiibutl� Meooage (KDM) ao opeciied i� the ERCA ceiticate pllicy a�d

ietui�o thio tl the BG-MSCA;

6. BG-MSCA veiiieo the cliiect�eoo lf the KDM ao opeciied i� oectl� 4.2.6 lf ERCA pllicy;

7. BG-MSCA oe�do the KDM tl the BG-CP;

8. BG-CP pilceooeo the KDM ao opeciied i� oectl� 4.2.6 lf ERCA pllicy;

A KDR ohall be i� TLV-flimat. Table 3 ohlwo the KDR e�cldi�g, i�cludi�g all tago. Fli the le�gtho, the

DER e�cldi�g iuleo ohall be uoed. The valueo aie opeciied i� the iemai�dei lf thio oectl�.

 ata Obecect Req Tag
Key Diotiibutl� Requeot m ‘A1’

Requeot Pilile Ide�tiei m ‘5F 29’
Meooage Recipie�t Authliioatl� m ‘83’
Key Ide�tiei m ‘84’

Public Key (fli ECDH key agieeme�t) m ‘7F 49’
Sta�daidioed Dlmai� Paiameteio OID m ‘0rs6’
Public Pli�t m ‘86’

Table 3 Key distributon request roraat

a: require;

4.2.2. Master Key AhhlDcaton ProcessDng

4.2.2.1. VerDicaton of K R contents

Beflie fliwaidi�g the Key Diotiibutl� Requeot ieceived film the BG-CP tl the ERCA, the BG-MSCA

ohall veiify that:

 the KDR flimat clmplieo with the opeciicatl� i� oectl� 4.2.1 lf the ERCA ceiticate pllicy;

 the type lf maotei key iequeoted i� the KDR io the KM-WC li the KDSRC;
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 the  veioil�  �umbei  lf  the  maotei  key  cliieopl�do  with  (l�e  lf)  the  veioil�  �umbei(o)

publiohed by the ERCA;

 the key ide�tiei lf the ephemeial public hao �lt bee� uoed beflie, eve� fli I�teilpeiability

Teot puiploeo;

 the  ephemeial  dlmai�  paiameteio  opeciied  i�  the  iequeot  aie  the  oame  ao  the  dlmai�

paiameteio lf the cuiie�tly uoed BG-MSCA ceiticate(o);

 the  ephemeial  public  pli�t  i�  the  iequeot  hao  �lt  bee�  ceitied  by  the  BG-MSCA  i�  a

tachlgiaph caid ceiticate. It alol hao �lt bee� uoed fli key diotiibutl� pieviluoly, eve� fli

I�teilpeiability Teot puiploeo;

 the ephemeial public pli�t opeciied i� the iequeot io l� the cuive opeciied i� the iequeot;

 If a�y lf theoe checko fail, the BG-MSCA ohall �lt oe�d the KDR tl the ERCA, but ohall �ltfy the

BG-CP lf the pilblem. The BG-CP ohall the� ge�eiate a �ew KDR.

If  all  checko paoo,  the BG-MSCA ohall  calculate a�d otlie a haoh lvei the clmplete KDR, uoi�g the

haohi�g algliithm li�ked tl the key oize lf the iequeoted maotei key, ao opeciied i� A��ex 1C lf EU

Regulatl� 799/20rs16 [3],  Appe�dix  11,  CSMd50rs.  Thio  haoh will  be  uoed  by  the  ERCA tl  veiify  the

authe�tcity lf the KDR, oee oectl� 4.2.2.1 lf the ERCA ceiticate pllicy.

Next, the BG-MSCA ohall oe�d the KDR tl the ERCA by mea�o lf a cluiiei.

4.2.2.2. K M generaton, dDstrDbuton and admDnDstraton

If all checko oucceed, ERCA ohall pilceed tl piepaie the key diotiibutl� meooage (KDM) by deteimi�i�g

the oymmetiic key iequeoted by the BG-MSCA a�d fllllwi�g the otepo ao deociibed i� oectl� 4.2.3 lf

thio pllicy (film otep 2).

4.2.3. Protecton of ConidentalDty and AuthentcDty of SymmetrDc Keys

The  cl�ide�tality  a�d  authe�tcity  lf  oymmetiic  keyo  diotiibuted  by  ERCA  tl  BG-MSCA  ohall  be

piltected via a� Elliptc Cuive I�tegiated E�ciyptl� Scheme (ECIES). Thio ocheme alllwo fli agieeme�t

betwee� ERCA a�d BG-MSCA l� e�ciyptl� keyo  a�d MAC keyo tl be uoed tl piltect  the maotei

oymmetiic keyo duii�g diotiibutl�. The ECIES hao bee� ota�daidized i� ISO/IEC 180rs33-2 [9]. The ECIES

vaiia�t  tl  be  uoed  by  ERCA  tl  BG-MSCA  fli  oymmetiic  key  diotiibutl�o  uoeo  the  fllllwi�g

ciyptlgiaphic  algliithmo,  i�  acclida�ce  with  Appe�dix  11  lf  A��ex  1C  lf  the  Clmmiooil�

Impleme�t�g Regulatl� (EU) 799/20rs16 [3], ame�ded by the Euilpea� Clmmiooil� i� 20rs18:

 Key deiivatl� fu�ctl�: KDF2;

 Meooage authe�tcatl� clde algliithm: AES algliithm i� CMAC mlde;

 Symmetiic e�ciyptl� algliithm: AES i� the Ciphei Bllck Chai�i�g (CBC) mlde lf lpeiatl�.

O� a high level, the ECIES cl�oioto lf the fllllwi�g otepo. Mlie detailo aie give� fli each otep bellw:
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1. The BG-MSCA ge�eiateo a u�ique ephemeial ECC key paii fli Diffie-Hellma� key agieeme�t

a�d oe�do the public key tl ERCA i� the Key Diotiibutl� Requeot, oee Table 3.

2. ERCA oimilaily ge�eiateo a u�ique ephemeial ECDH key paii, a�d uoeo the Diffie-Hellma� key

agieeme�t algliithm tlgethei with ito lw� piivate key a�d the BG-MSCA’o ephemeial public

key tl deiive a ohaied oeciet.

3. Uoi�g the key deiivatl� fu�ctl�, the ohaied oeciet a�d additl�al i�flimatl� detailed bellw,

ERCA deiiveo a� e�ciyptl� key a�d a MAC key.

4. ERCA uoeo the e�ciyptl� key tl e�ciypt the oymmetiic key tl be diotiibuted.

5. ERCA uoeo the MAC key tl calculate a MAC lvei the e�ciypted key, the Meooage Recipie�t

Authliizatl� a�d the Key Ide�tiei.

A�y lpeiatl�o with the ephemeial piivate key, with the ohaied oeciet a�d with the deiived keyo KENC

a�d KMAC ohall take place i� a� HSM clmplyi�g with the iequiieme�to i� oectl� 6.2 lf thio pllicy.

ERCA ohall ieclid the value lf the MAC. Ao deociibed i� oectl� 4.2.6 lf thio pllicy, the BG-MSCA will

uoe theoe valueo tl veiify the authe�tcity lf the key diotiibutl� meooage.

4.2.4. Key  DstrDbuton Messages

Afei peiflimi�g the Maotei Key applicatl� pilceooi�g (oee oectl�  4.2.2 lf thio pllicy), ERCA ohall

cl�otiuct a key diotiibutl� meooage ao ohlw� i� Table 4. Fli the le�gtho, the DER e�cldi�g iuleo ohall

be uoed. The valueo aie opeciied i� the iemai�dei lf thio oectl�.

 ata Obecect Req Tag
Key Diotiibutl� m ‘A1’

Requeot Pilile Ide�tiei m ‘5F 29’
Meooage Recipie�t Authliioatl� m ‘83’
Key Ide�tiei lf the MSCA ephemeial key paii fli

ECDH key agieeme�t

m ‘84’

Public Pli�t lf ERCA fli ECDH key agieeme�t m ‘86’
E�ciypted oymmetiic key m ‘87’
MAC m ‘88’

Table 4 Key distributon aessage roraat
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4.2.5. Exchange of Requests and Reshonses

Fli tia�oplitatl� lf key diotiibutl� iequeoto a�d key diotiibutl� meooageo, CD-R media ohluld be

uoed. The CD-R ohall be 12 cm media i� oi�gle-oeooil� mlde (ISO 9660rs:1988 flimatted).

Fli blth KDRo a�d KDMo, the tia�oplit media a�d the pii�tluto ohall be ha�ded lvei betwee� the

cluiiei a�d the BG-MSCA empllyee i� the BG-MSCA aiea.

4.2.6. Master Key Accehtance

The cluiiei oig�o fli ieceipt lf the key diotiibutl� meooage at ERCA piemioeo.

Upl� ieceptl� lf the key diotiibutl� meooage at the BG-MSCA piemioeo, the BG-MSCA ohall check

that:

 the tia�oplit media io ieadable; i.e. �lt damaged li cliiupted;

 the flimat lf the meooage clmplieo with Table 4;

 the meooage io ge�ui�e. The BG-MSCA ohall dl thio by cl�tact�g ERCA ao deociibed i� ERCA

CPS a�d veiifyi�g that the MAC i� the ieceived KDM matcheo the MAC i� the KDM oe�t by

ERCA;

 the maotei key type a�d veioil� i� the meooage matcheo the iequeoted type a�d veioil�;

 the public  pli�t  opeciied i�  the meooage io  l� the cuive opeciied by  the key  diotiibutl�

iequeot oe�t by the BG-MSCA tl ERCA.

If a�y lf theoe checko fail, the BG-MSCA ohall ablit the pilceoo a�d cl�tact ERCA. If all lf theoe checko

oucceed, the BG-MSCA ohall:

 uoe the ECKA-DH algliithm tl deiive a ohaied pli�t (Kx, Ky), ao deociibed i� otep 3 i� oectl�

4.2.3 lf thio pllicy, uoi�g the BG-MSCA’o ephemeial piivate key i�dicated by the key ide�tiei

i� the meooage a�d ERCA’o ephemeial public key. The BG-MSCA ohall veiify that the ohaied

pli�t io �lt the i�i�ity pli�t; if it io, the BG-MSCA ohall ablit the pilceoo a�d cl�tact ERCA.

Eloe,  the  BG-MSCA  ohall  flim  the  ohaied  oeciet  K  by  cl�veit�g  Kx  tl  a�  lctet  otii�g

(Cl�veioil� betwee� Field Eleme�to a�d Octet Stii�go);

 deiive the keyo KENC a�d KMAC ao deociibed i� otep 4 i� oectl� 4.2.3 lf thio pllicy,

 veiify the MAC lvei the e�ciypted oymmetiic key, ao deociibed i� otep 5 i� i� oectl� 4.2.3 lf

thio pllicy. If thio veiiicatl� failo, the BG-MSCA ohall ablit the pilceoo a�d cl�tact ERCA;

 deciypt the oymmetiic key ao deociibed i� otep 4 i� oectl� 4.2.3 lf thio pllicy. The BG-MSCA

ohall veiify that the paddi�g lf the deciypted key, if a�y, io cliiect. If thio veiiicatl� failo, the

BG-MSCA ohall ablit the pilceoo a�d cl�tact ERCA.

A�y lpeiatl�o with the ephemeial piivate key, with the ohaied oeciet a�d with the deiived keyo K ENC

a�d KMAC ohall take place i� a� HSM clmplyi�g with the iequiieme�to i� oectl� 6.2 lf thio pllicy.
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Afei oucceooful ieclveiy lf the maotei key, li whe� the key diotiibutl� pilceoo io ablited a�d �l

KDM ie�ewal  (oee oectl� 4.2.8  lf  thio  pllicy)  io  i�itated,  the BG-MSCA ohall  oecuiely  deotily  ito

ephemeial piivate key fli key agieeme�t i� the HSM, ao well ao the e�ciyptl� key KENC a�d the MAC-

i�g key KMAC.

4.2.7. Master Key Usage

The BG-CP ohall uoe a�y ieceived maotei key i� acclida�ce tl oectl� 6.2 lf thio pllicy.

4.2.8. K M Renewal

KDM ie�ewal mea�o the iooua�ce lf a clpy lf a� exiot�g KDM tl BG-MSCA withlut cha�gi�g the

ephemeial public key li a�y lthei i�flimatl� i� the KDM.

KDM ie�ewal may take place l�ly if the liigi�al tia�oplit media ieceived at the BG-MSCA aie damaged

li cliiupted. Damage li cliiuptl� lf tia�oplit media io a oecuiity i�cide�t which ohall be ieplited by

BG-MSCA tl the BG-MSA a�d ERCA.

Suboeque�t tl thio ieplit, the BG-MSCA may oe�d a KDM ie�ewal iequeot tl ERCA, iefeiii�g tl the

liigi�al key diotiibutl� iequeot. Thio pilceduie io deociibed i� BG-MSCA CPS.

ERCA ohall l�ly accept KDM ie�ewal iequeot e�dlioed by the BG-MSA which appilved the BG-MSCA.

Note: I� caoe the BG-MSCA �eedo tl oe�d a iequeot tl ie-diotiibute a maotei key that wao alieady

oucceoofully diotiibuted tl the BG-MSCA, it ohall ge�eiate a �ew key diotiibutl� iequeot, uoi�g a �ewly

ge�eiated  ephemeial  key  paii.  Such  a  iequeot  may  lead  ERCA  tl  i�itate  a�  i�veotgatl�  lf  the

plooibility lf key clmpilmioe.

4.2.9. Master Key Re-key

Tl ieceive the �ew veioil� lf a maotei key, BG-MSCAo ohall  oubmit a �ew KDR. Requeot�g a �ew

maotei key ohall take place i� a tmely ma��ei ol that the key (li deiived keyo li e�ciypted data fli

mltl� oe�olio) ca� be placed i� tme i� �ewly iooued clmpl�e�to.

Key applicatl�, pilceooi�g, diotiibutl� a�d accepta�ce io the oame ao fli the i�ital key.

4.2.10. SymmetrDc Key ComhromDse Noticaton

If  the BG-MSCA detecto li io �ltied lf the clmpilmioe li ouopected clmpilmioe lf a oymmetiic

maotei key, the BG-MSCA ohall �ltfy thio tl ERCA a�d the BG-MSA withlut u��eceooaiy delay a�d at

leaot withi� 8 hluio lf detectl�. I� theii �lticatl�, the BG-MSCA ohall i�dicate the ciicumota�ceo

u�dei  which  the  clmpilmioe  lccuiied.  BG-MSA  ohall  peiflim  a  fllllw-up  oecuiity  i�veotgatl�
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acclidi�g tl ito oecuiity i�cide�t ha�dli�g pilceduie a�d the ieoult ohall be ieplited tl ERCA a�d BG-

MSCA oubociibeio.
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4.2.11. Master Key Status ServDce

The otatuo lf oymmetiic maotei keyo ohall be ietiievable l�li�e film httpo://dtc.jic.ec.euilpa.eu/. The

ERCA ohall mai�tai� the i�tegiity lf the otatuo i�flimatl�.

Maotei key otatuo i�flimatl� publiohed i� the ERCA ieploitliy ohall be updated l� the iiot wliki�g

day lf each week.

The availability lf the weboite me�tl�ed ablve ohall be guaia�teed duii�g �limal wliki�g hluio.

4.2.12. End of SubscrDhton

Subociiptl� fli ERCA’o key diotiibutl� oeiviceo e�do whe� BG-MSA decideo fli BG-MSA teimi�atl�.

Such a cha�ge io �ltied tl ERCA by the BG-MSA ao a cha�ge tl the �atl�al pllicy.

I� the caoe lf oubociiptl� e�di�g, the BG-MSCA ohall  oecuiely deotily all  clpieo lf a�y oymmetiic

maotei key i� ito plooeooil�.

4.2.13. Key Escrow and Recovery

Key eocilw io expieooly flibidde�, mea�i�g that oymmetiic maotei keyo ohall �lt be explited tl li

otlied i� a�y oyotem apait film the BG-MSCA a�d ERCA oyotemo.

BG-MSCA ohluld uoe the appilpiiate oecuiity cl�tillo a�d backup the oymmetiic maotei key i� lidei

tl oupplit ito buoi�eoo cl�t�uity i� caoe lf ito oyotemo haidwaie li olfwaie failuie. The oymmetiic

maotei  key  muot  �evei  leave  the  haidwaie mldule  oecuiity  e�viil�me�t  i�  plai�  text  a�d otil�g

e�ciyptl� muot be uoed fli the backup a�d otliage lpeiatl�o.
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5. FACILITY, MANAGEMENT, AN  OPERATIONAL CONTROLS

5.1. PHYSICAL SECURITY CONTROLS

5.1.1. SDte locaton and constructon

The key ma�ageme�t a�d ceiticate ge�eiatl� a�d ievlcatl� oeiviceo lf the BG-MSCA a�d the BG-CP

ohall be hluoed i� a oecuie aiea, piltected by a cleaily dei�ed oecuiity peiimetei, with appilpiiate

oecuiity baiiieio a�d e�tiy cl�tillo tl pieve�t u�authliized acceoo, damage, a�d i�teifeie�ce. Phyoical

a�d  e�viil�me�tal  oecuiity  cl�tillo  ohall  be  impleme�ted  tl  piltect  the  facility  hluoi�g  oyotem

ieoluiceo, the oyotem ieoluiceo themoelveo, a�d the faciliteo uoed tl oupplit theii lpeiatl�.

The BG-CIA, the BG-MSCA, a�d the BG-CP ohall pilvide cl�t�uluo ml�itlii�g a�d alaim faciliteo tl

detect a�d iegiotei a�y u�authliized li iiiegulai attempto tl acceoo ito ieoluiceo, a�d tl ieact upl�

them i� a tmely ma��ei.

5.1.2. PhysDcal access

The BG-CIA, BG-MSCA, a�d BG-CP ohall e�ouie that phyoical acceoo tl tiuotwlithy oyotemo a�d ciitcal

oeiviceo  io  cl�tillled  a�d  iegioteied.  Phyoical  acceoo  tl  faciliteo  cl�cei�ed  with  key  ge�eiatl�,

ceiticate  ge�eiatl�  a�d  ievlcatl�  ma�ageme�t  ohall  be  limited  tl  adequately  ide�tied  a�d

authliized i�dividualo, i.e. peiol�o i� a tiuoted ille ao deociibed i� oectl� 5.2.1 lf thio pllicy.

5.1.3. Power and aDr condDtonDng

I�  theii  CPSo,  the BG-CIA,  BG-MSCA,  a�d BG-CP ohall  i�veotgate  the plooible  cl�oeque�ceo lf  a�

i�teiiuptl� lf electiic plwei tl theii ciitcal oeiviceo. If �eceooaiy, they ohall i�otall electiical plwei

backup oyotemo tl mitgate a�y u�acceptable cl�oeque�ceo.

5.1.4. Water exhosures

The BG-CIA, BG-MSCA, a�d BG-CP ohall take meaouieo tl mi�imize the iiok lf explouie tl watei lf theii

ciitcal oyotemo, eopecially key ma�ageme�t a�d ceiticate ge�eiatl� oyotemo.

5.1.5. FDre hreventon and hrotecton

The BG-CIA,  BG-MSCA,  a�d BG-CP ohall  take meaouieo  tl  mi�imize  the iiok  lf  iie  i�  the faciliteo

hluoi�g theii oyotemo.
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5.1.6. MedDa storage

The BG-CIA, BG-MSCA, a�d BG-CP ohall  take meaouieo tl piltect  a�y otliage media uoed tl otlie

cl�ide�tal data, ouch ao haid dioko, omait caido a�d HSMo, agai�ot u�authliized li u�i�te�ded uoe,

acceoo, diocllouie, li damage by pelple li lthei thieato (e.g. iie, watei).

Cl�ide�tal data ohall be piltected tl oafeguaid data i�tegiity a�d cl�ide�tality whe� otlied, i� uoe

a�d whe� excha�ged lvei �etwliko. Cl�ide�tal data that io deleted ohall be peima�e�tly deotilyed,

e.g. by lveiwiit�g multple tmeo with ia�dlm data.

5.1.7. Waste dDshosal

The BG-CIA, BG-MSCA, a�d BG-CP ohall cl�till waote dioploal i� ouch a way that the iiok lf clmpilmioe

lf  cl�ide�tal  data  io  mi�imized.  I�flimatl�  otlied  l�  digital  media  tl  be  dioploed  ohall  be

peima�e�tly deotilyed by lveiwiit�g it.

5.1.8. Off-sDte backuh

I� theii CPSo, the BG-MSCA a�d the BG-CP ohall cl�oidei the uoe lf a� lf-oite backup lf all ciitcal

i�flimatl�, eopecially BG-MSCA piivate keyo a�d maotei keyo, i� lidei tl e�ouie dioaotei ieclveiy.

5.2. PROCE URAL CONTROLS

5.2.1. Trusted roles and the reshonsDbDlDtes of each role

I�  theii  Ceiticatl� Piactce  Stateme�t  (CPS),  the BG-CIA,  BG-MSCA,  a�d BG-CP ohall  ide�tfy  the

tiuoted illeo l� which the oecuiity lf the lpeiatl�o io depe�de�t, ao well ao the ieopl�oibiliteo lf

each tiuoted ille. Theoe tiuoted illeo ohall be uoed i� oecuie lpeiat�g pilceduieo. The tiuoted illeo

a�d the aoolciated ieopl�oibiliteo ohall be dlcume�ted i� jlb deociiptl�o. Theoe jlb deociiptl�o ohall

be dei�ed film the viewpli�t lf oepaiatl� lf duteo a�d leaot piivilege.

BG-CIA,  BG-MSCA,  a�d  BG-CP  peiol��el  ohall  be  flimally  appli�ted  tl  a  tiuoted  ille  by  oe�ili

ma�ageme�t lf the ieopectve liga�izatl�.

5.2.2. Number of hersons requDred her task

The BG-CIA, BG-MSCA, a�d BG-CP ohall ide�tfy i� theii CPSo which taoko aie cl�oideied ciitcal a�d

cl�oeque�tly �eed multple-peiol� cl�till. Such taoko ohall at leaot i�clude key paii ge�eiatl�, uoe li

explit lf piivate keyo a�d oymmetiic key implit li explit. Fli each ciitcal taok, the CPSo ohall liot the

�umbei lf peiol�o i� a tiuoted ille that aie �eeded tl caiiy lut that taok.
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5.2.3. Identicaton and authentcaton for each role

The  BG-CIA,  BG-MSCA,  a�d  BG-CP  oyotemo  ohall  e�ouie  efectve  uoei  admi�iotiatl�  a�d  acceoo

ma�ageme�t. Acceoo tl ciitcal oyotemo ohall be limited tl i�dividualo whl aie pilpeily authliized a�d

l� a  �eed-tl-k�lw baoio.  Acceoo  tl  i�flimatl� a�d  applicatl�o  ohall  be  ieotiicted,  l�ly  alllwi�g

acceoo tl ieoluiceo ao �eceooaiy fli caiiyi�g lut the ille alllcated tl a uoei.

All uoeio ohall be ide�tied, authe�tcated a�d authliized by aooig�me�t lf a ille beflie uoi�g a�y

oyotemo.

5.2.4. Roles requDrDng seharaton of dutes

Nl  oi�gle  peiol�  ohall  be  alllwed  tl  oimulta�eluoly  aooume  mlie  tha�  l�e  lf  the  tiuoted  illeo

ide�tied acclidi�g tl oectl� 5.2.2 lf thio pllicy.

BG-CIA, BG-MSCA, a�d BG-CP ohall eotablioh a� i�flimatl� oecuiity ma�ageme�t oyotem (ISMS) baoed

l� a iiok aooeoome�t fli all the lpeiatl�o i�vllved. BG-CIA, BG-MSCA, a�d BG-CP ohall e�ouie that the

ISMS pllicieo  addieoo  peiol��el  tiai�i�g,  cleaia�ceo  a�d illeo.  BG-CIA,  BG-MSCA,  a�d BG-CP ISMS

impleme�tatl�o ohluld cl�flim tl the iequiieme�to deociibed i� ISO 270rs0rs1 [19].

5.3. PERSONNEL CONTROLS

5.3.1. QualDicatons, exherDence, and clearance requDrements

All peiol��el i�vllved with the BG-CIA, BG-MSCA, a�d BG-CP lpeiatl�o ohall be pilpeily tiai�ed a�d

ohall  plooeoo  the  k�lwledge,  expeiie�ce  a�d  qualiicatl�o  �eceooaiy  fli  the  oeiviceo  lfeied  a�d

appilpiiate tl the jlb fu�ctl�.

All peiol��el i� tiuoted illeo ohall have appilpiiate backgilu�d ociee�i�g with ploitve ieoult. Detailed

cleaia�ce iequiieme�to fli peiol��el i� tiuoted illeo ohall be diocuooed i� the BG-CIA, BG-MSCA, a�d

BG-CP CPSo.

5.3.2. Background check hrocedures

Peiol��el  appli�tme�t  tl  tiuoted illeo  ohall  be  ma�aged i�  acclida�ce with  a  ociee�i�g pilceoo

eotabliohed  i�  the  CPSo.  Peiol��el  i�  tiuoted  illeo  ohall  have  �l  cl�ficto  lf  i�teieot  that  might

piejudice the impaitality lf the BG-CIA, BG-MSCA, a�d BG-CP lpeiatl�o.

5.3.3. RetraDnDng frequency and requDrements

Retiai�i�g lf peiol��el ohall take place at leaot i� caoe lf cha�geo tl dlcume�ted pllicieo, pilceduieo,

li lpeiatl�o.
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5.3.4. Job rotaton frequency and sequence

Nl otpulatl�.
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5.3.5. Sanctons for unauthorDzed actons

BG-CIA, BG-MSCA, a�d BG-CP peiol��el ohall be held acclu�table fli theii actviteo, which ohall be

llgged i� eve�t llgo ao deociibed i� oectl� 5.4 lf thio pllicy. Plooible cl�oeque�ceo lf u�authliized

actl�o ohluld be dei�ed i� peiol��el empllyme�t cl�tiacto.

5.3.6. Indehendent contractor requDrements

Taoko may be lutoluiced tl a opecialized clmpa�y, li peiol��el film i�depe�de�t cl�tiactlio may be

hiied tl caiiy lut the ieopl�oibiliteo. Hlwevei, i� ouch caoeo the peiol��el cl�tillo dei�ed i� thio

oectl� 5.3 a�d i� the CPS ohall be mai�tai�ed.

The BG-CIA, BG-MSCA, a�d BG-CP ohall  ietai� ieopl�oibility  fli all  aopecto lf the pilvioil� lf theii

oeiviceo  ao  deociibed  i�  thio  pllicy,  eve�  if  olme  fu�ctl�o  aie  lutoluiced  tl  oubcl�tiactlio.

Reopl�oibiliteo lf a�y oubcl�tiactlio ohall  be cleaily  dei�ed by the ieopectve PKI paitcipa�t a�d

appilpiiate aiia�geme�to made tl e�ouie that thiid  paiteo aie blu�d tl impleme�t a�y cl�tillo

opeciied i� thio pllicy.

5.3.7.  ocumentaton suhhlDed to hersonnel

The  BG-CIA,  BG-MSCA,  a�d  BG-CP  ohall  pilvide  theii  peiol��el  with  up-tl-date  veioil�o  lf  the

dlcume�tatl� �eceooaiy fli caiiyi�g lut theii ille. I� theii BG-CIA, BG-MSCA, a�d BG-CP CPSo, each lf

theoe paiteo ohall ide�tfy the dlcume�tatl� tl be pilvided tl each ille.

5.3.8. TraDnDng requDrements

BG-CIA,  BG-MSCA,  a�d  BG-CP  peiol��el  tiai�i�g  ohall  be  ma�aged  acclidi�g  tl  a  tiai�i�g  pla�

deociibed i� the BG-CIA, BG-MSCA, a�d BG-CP CPSo.

5.3.9. ScreenDng, Background and QualDicaton

Tiuoted peiol��el ohluld be lf u�queotl�able llyalty, tiuotwlithi�eoo a�d i�tegiity, a�d ohluld have

deml�otiated a oecuiity cl�ociluo�eoo a�d awaie�eoo i� hio li hei daily actviteo.

Peiol��el  appli�tme�t  tl  tiuoted illeo  ohall  be  ma�aged i�  acclida�ce with  a  ociee�i�g pilceoo

eotabliohed i� the BG-CIA, BG-MSCA a�d BG-CP CPSo.

Page 52



Second Generation Digital Tachograph (Smart Tachograph) Republic of Bulgaria Member State Authority (MSA) Certificate Policy and Symmetric Key Infrastructure Policy V 1.0

5.4. AU IT LOGGING PROCE URES

All  oig�iica�t oecuiity eve�to i� BG-CIA, BG-MSCA a�d BG-CP olfwaie ohall  be autlmatcally  tme-

otamped a�d ieclided i� the oyotem llg ileo. Theoe i�clude at leaot the fllllwi�g:

 Succeooful a�d failed attempto tl cieate, update, iemlve li ietiieve otatuo i�flimatl� ablut

acclu�to lf peiol��el, li tl oet li ievlke the piivilegeo lf a� acclu�t;

 Succeooful  a�d  failed  attempto  tl  oet  li  cha�ge  a�  authe�tcatl� methld (e.g.  paoowlid,

bilmetiic, ciyptlgiaphic ceiticate) aoolciated tl a peiol�al acclu�t;

 Succeooful a�d failed attempto tl llg-i� a�d llg-lut l� a� acclu�t;

 Succeooful a�d failed attempto tl cha�ge the olfwaie cl�iguiatl�;

 Slfwaie otaito a�d otlpo;

 Slfwaie updateo;

 Syotem otait-up a�d ohut-dlw�;

 Succeooful a�d failed i�teiactl�o with the databaoe(o) cl�tai�i�g data l� ciitcal pilceooeo,

i�cludi�g cl��ectl� attempto a�d iead, wiite a�d update li iemlval lpeiatl�o.

Fuitheimlie, the BG-CIA olfwaie ohall llg the fllllwi�g eve�to:

 Receptl� lf a iequeot tl iooue tl tachlgiaph caid film a Caid Hlldei;

 Se�di�g a caid applicatl� iequeot tl the BG-CP;

 Se�di�g a ceiticate ievlcatl� iequeot tl the BG-MSCA (if applicable).

Fuitheimlie, the BG-MSCA olfwaie ohall llg the fllllwi�g eve�to:

 Receptl� lf key ceiticatl� iequeoto;

 Receptl� lf a ceiticate ievlcatl� iequeot film the BG-CIA li the BG-MSA (if applicable);

 Succeooful a�d failed attempto tl pilceoo a key ceiticatl� iequeot a�d oig� a ceiticate;

 Succeooful a�d failed attempto tl cl��ect tl li diocl��ect film a� HSM;

 Succeooful a�d failed attempto tl authe�tcate a uoei tl a� HSM;

 Succeooful a�d failed attempto tl ge�eiate li deotily a key paii i�oide a� HSM;

 Succeooful a�d failed attempto tl implit li explit a piivate key tl li film a� HSM;

 Succeooful a�d failed attempto tl cha�ge the life cycle otate lf a�y key paii;

 Succeooful a�d failed attempto tl uoe a piivate key i�oide a� HSM fli a�y puiploe.

Fuitheimlie, the BG-CP olfwaie ohall llg the fllllwi�g eve�to:

 Receptl� lf a caid applicatl� meooage film the BG-CIA;

 Se�di�g lf a key ceiticatl� iequeot tl the BG-MSCA;

 Receptl� lf a tachlgiaph caid ceiticate;

 Ge�eiatl� lf a key diotiibutl� iequeot, i�cludi�g ge�eiatl� lf a� ephemeial key paii fli key

agieeme�t i�oide a� HSM;
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 Receptl� a�d pilceooi�g lf a key diotiibutl� meooage, i�cludi�g implit lf the maotei key i�tl

a� HSM;

 Peiol�alizatl� lf a tachlgiaph caid;

 Succeooful a�d failed attempto tl cl��ect tl li diocl��ect film a� HSM;

 Succeooful a�d failed attempto tl authe�tcate a uoei tl a� HSM;

 Succeooful a�d failed attempto tl implit li explit a maotei key tl li film a� HSM;

 Succeooful a�d failed attempto tl deotily a maotei key i�oide a� HSM;

 Succeooful a�d failed attempto tl ge�eiate a caid key paii i�oide a� HSM;

 Succeooful a�d failed attempto tl explit a caid key paii film a� HSM;

 Succeooful a�d failed attempto tl deotily a caid key paii i�oide a� HSM;

 Succeooful a�d failed attempto tl cha�ge the life cycle otate lf a�y key;

 Succeooful a�d failed attempto tl uoe a maotei key i�oide a� HSM fli a�y puiploe.

I�  lidei  tl  be  able  tl  i�veotgate  oecuiity  i�cide�to,  wheie  plooible  the  oyotem  llg  ohall  i�clude

i�flimatl� alllwi�g the ide�ticatl� lf the peiol� li acclu�t that hao peiflimed the oyotem taoko.

The  BG-CIA,  BG-MSCA  a�d  BG-CP  ohall  pilceoo  oyotem  eve�t  llgo  at  leaot  fllllwi�g  a�  alaim  li

a�lmalluo eve�t, i� lidei tl eotablioh ito pilbable cauoe.

Fuitheimlie, the BG-CIA, BG-MSCA a�d BG-CP ohall peiildically i�opect oyotem llgo fli i�tegiity.

I�opectl� lf oyotem eve�t llgo ohall take place at leaot a��ually.

5.4.1. AudDt Log Retenton

Audit llg iete�tl� peiild fli BG-CIA, BG-MSCA a�d BG-CP ohall be i�dei�ite.

5.4.2. AudDt Log Backuh

Twl clpieo lf the cl�ollidated llg ohall be made a�d otlied i� oepaiate phyoically oecuied llcatl�o.

The audit llg ohall be otlied i� a way that makeo it plooible tl exami�e the llg duii�g ito iete�tl�

peiild.

The audit llg ohall be piltected film u�authliized acceoo.

5.5. RECOR S ARCHIVAL

5.5.1. Tyhes of records archDved

The BG-CIA, BG-MSCA a�d BG-CP ohall pilvide i� theii CPSo a� lveiview lf all ieclido which ohall be

aichived.
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5.5.2. Retenton herDod for archDve

Fli all aichived i�flimatl�, aichival peiildo ohall be i�dei�ite. The BG-CIA, BG-MSCA a�d BG-CP ohall

take meaouieo tl e�ouie that the ieclid aichive io otlied i� ouch a way that lloo io ieaol�ably excluded.

5.5.3. Protecton of archDve

The BG-CIA, BG-MSCA a�d BG-CP ohall put i� place meaouieo a�d pilceduieo tl e�ouie that:

 l�ly peiol�o i� authliized illeo ca� view the aichive;

 the i�tegiity, authe�tcity a�d cl�ide�tality lf aichived ieclido io piltected;

 the aichive io piltected agai�ot deletl�;

 the aichive io piltected agai�ot deteiiliatl� lf the media l� which it io otlied;

 the aichive  io  piltected  agai�ot  (futuie)  lbolleoce�ce lf  haidwaie,  lpeiat�g oyotemo a�d

olfwaie.

The BG-CIA, BG-MSCA a�d BG-CP ohall dlcume�t theoe meaouieo a�d pilceduieo i� theii CPSo.

5.5.4. ArchDve backuh hrocedures

The BG-CIA, BG-MSCA a�d BG-CP ohall dlcume�t appilpiiate back-up a�d ieclveiy pilceduieo fli all

ieleva�t data.

5.5.5. RequDrements for tme-stamhDng of records

Aichived ieclido ohall be tme-otamped ao �eceooaiy tl e�ouie the uoeful�eoo lf the aichive.

5.5.6. ArchDve collecton system (Dnternal or external)

Nl otpulatl�.

5.5.7. Procedures to obtaDn and verDfy archDve Dnformaton

The BG-CIA, BG-MSCA a�d BG-CP ohall dlcume�t pilceduieo tl ietiieve i�flimatl� film the aichive

a�d veiify the cliiect�eoo lf ouch data.
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5.6. KEY CHANGEOVER

5.6.1. MSCA key haDrs

BG-MSCA ohall uoe a MSCA piivate key fli a peiild lf twl yeaio. I� lidei tl guaia�tee the cl�t�uatl�

lf ito oeiviceo, the BG-MSCA ohall ge�eiate a �ew MSCA key paii i� tme. The BG-MSCA ohall iequeot

the ERCA tl oig� a �ew MSCA ceiticate fli the �ew public key by oe�di�g a ceiticate oig�i�g iequeot,

uoi�g the pilceduie opeciied i� oectl� 4.1 lf the ERCA ceiticate pllicy. The MSCA ohall take i�tl

acclu�t the guaia�teed tui�ailu�d tme lf the ERCA lf l�e ml�th.

5.6.2. Tachograhh card key haDrs

Tachlgiaph caid key paiio ohall �evei be cha�ged.

5.7. KEY BACKUP

5.7.1. MSCA Keys

BG-MSCA piivate key a�d oymmetiic key may be backed up, uoi�g a key ieclveiy pilceduie iequiii�g

at leaot dual cl�till. The pilceduie uoed ohall be otated i� the BG-MSCA CPS. It io alllwed tl backup

piivate oig�i�g keyo i� e�ciypted flimat;  if  deciypt�g iequiieo HSM a�d at  leaot  dual  cl�till  a�d

iequiieme�to i� oectl� 6.2 lf thio pllicy aie fulilled.

Back-up a�d ieclveiy pilceduieo fli all ieleva�t data ohall be deociibed i� the BG-MSCA Back-up a�d

Reclveiy Pla� a�d/li BG-MSCA Back-up a�d Reclveiy Pilceduie.

5.7.2. CP Keys

BG-CP key  may be backed up,  uoi�g  a key  ieclveiy  pilceduie iequiii�g  at  leaot  dual  cl�till.  The

pilceduie  uoed  ohall  be  otated  i�  the  BG-CP  CPS.  It  io  alllwed  tl  backup  piivate  oig�i�g  keyo  i�

e�ciypted flimat; if deciypt�g iequiieo HSM a�d at leaot dual cl�till a�d iequiieme�to i� oectl� 6.2

lf thio pllicy aie fulilled.

Back-up a�d ieclveiy pilceduieo fli all  ieleva�t data ohall  be deociibed i� the BG-CP Back-up a�d

Reclveiy Pla� a�d/li BG-CP Back-up a�d Reclveiy Pilceduie.

5.8. COMPROMISE AN   ISASTER RECOVERY

5.8.1. IncDdent and comhromDse handlDng hrocedures

The BG-CIA, BG-MSCA a�d BG-CP ohall dei�e oecuiity i�cide�to a�d clmpilmioe ha�dli�g pilceduieo

i� a Secuiity I�cide�t Ha�dli�g Pilceduie ma�ual, which ohall be iooued tl admi�iotiatlio a�d auditlio.
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All i�cide�to withi� the BG-CIA, BG-MSCA a�d BG-CP lpeiatl�o ohall be ieplited tl the BG-MSA withi�

4 hluio afei the i�cide�t.

O� detectl� lf a� i�cide�t, lpeiatl�o ohall  be ouope�ded u�tl the level lf clmpilmioe hao bee�

eotabliohed. I� the eve�t lf plooible clmpilmioe li thef lf a� BG-MSCA piivate key a�d / li a maotei

key, the BG-MSCA li BG-CP (ao applicable) ohall immediately i�flim the BG-MSA. The BG-MSA ohall

i�flim the ERCA a�d ohall take appilpiiate meaouieo withi� a ieaol�able tme peiild.

Fuitheimlie, the BG-CIA, BG-MSCA a�d BG-CP ohall  aooume that tech�lllgical pilgieoo will  ie�dei

theii IT-oyotemo lbollete lvei tme a�d ohall dei�e meaouieo tl ma�age lbolleoce�ce.

5.8.2. Comhutng resources, sofware, and/or data are corruhted

I�  theii  CPSo,  the  BG-CIA,  BG-MSCA  a�d  BG-CP  lutli�e  the  pilceduieo  fli  ieclveii�g  a  oecuie

e�viil�me�t afei clmput�g ieoluiceo, olfwaie a�d/li data get cliiupted.

5.8.3. Entty hrDvate key comhromDse hrocedures

BG-MSCA ohall opecify ieclveiy pilceduieo tl be uoed if a� BG-MSCA piivate key io (ouopected tl be)

clmpilmioed. Theoe pilceduieo ohall deociibe hlw the afected piivate key io deactvated (ouch that it

ca��lt be uoed) u�tl the clmpilmioe hao bee� cl�iimed li ieaol�ably iuled lut:

 If a clmpilmioe io cl�iimed li ca��lt be iuled lut, the key ohall be deotilyed, i�cludi�g all

(backup) clpieo lf it. The CPS ohall alol opecify hlw a oecuie e�viil�me�t io ie-eotabliohed i�

thio  caoe,  which  caid  ceiticateo  aie  ievlked  (if  a�y),  hlw  a  �ew  BG-MSCA  key  paii  io

ge�eiated, a�d hlw a �ew BG-MSCA ceiticate will be iequeoted a�d be pilvided tl the BG-

CP. The BG-MSCA ohall immediately i�flim the BG-CIA, BG-CP a�d the BG-MSA. The BG-CIA

ohall i�flim the ielyi�g paiteo.

 If a clmpilmioe ca� be iuled lut, the key ohall be actvated agai�.

If a caid piivate key io (ouopected tl be) clmpilmioed, the BG-CP ohall immediately i�flim the BG-CIA,

BG-MSCA a�d the BG-MSA. The BG-CIA ohall i�flim the ieleva�t ielyi�g paiteo. The BG-CIA a�d BG-CP

ohall  clllabliate tl i�d lut the cauoe lf  the clmpilmioe a�d take adequate meaouieo tl avlid a

iepeat.

5.8.4. BusDness contnuDty cahabDlDtes afer a dDsaster

The fllllwi�g i�cide�to aie cl�oideied tl be dioaoteio:

 clmpilmioe li thef lf a piivate key a�d / li a maotei key;

 �l�-availability lf a piivate key a�d / li a maotei key;

 IT haidwaie failuie.
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The BG-CIA, BG-MSCA a�d BG-CP diaf a�d mai�tai� a Buoi�eoo Cl�t�uity Pla�, detaili�g hlw they will

mai�tai� theii oeiviceo i� the eve�t lf a dioaotei. Thio pla� ohall deociibe theii capabiliteo tl e�ouie

buoi�eoo cl�t�uity fllllwi�g a �atuial li lthei dioaotei. The BG-CIA, BG-MSCA a�d BG-CP ohall e�ouie

that i� the eve�t lf a dioaotei, lpeiatl�o aie ieotlied withi� 48 hluio. The BG-CIA, BG-MSCA a�d BG-

CP ohall take adequate otepo tl limit the cl�oeque�ceo lf the dioaotei a�d, if plooible, avlid iepettl�

lf the dioaotei.

Piltectl� agai�ot IT haidwaie failuieo ohall be pilvided by iedu�da�cy, i.e. availability lf duplicate IT

haidwaie, plooibly llcated at multple oiteo.

5.9. CIA, MSCA OR CP TRANSFER AN  TERMINATION

5.9.1. CIA Transfer and TermDnaton

I� the eve�t lf teimi�atl� lf BG-CIA actvity by the cuiie�tly appli�ted liga�izatl� (oectl� 1.8.3 lf

thio pllicy), the BG-MSA ohall appli�t a �ew liga�izatl� ieopl�oible fli the impleme�tatl� lf the

applicable iequiieme�to i� thio pllicy. The cuiie�t liga�izatl� ohall tia�ofei ito CIA-ielated aooeto tl

the  �ew  liga�izatl�  li  tl  the  BG-MSA,  while  e�ouii�g  that  cl�ide�tality  a�d  i�tegiity  aie

mai�tai�ed.

5.9.2. MSCA Transfer and TermDnaton

I� the eve�t lf teimi�atl� lf BG-MSCA actvity by the cuiie�tly appli�ted liga�izatl� (oectl� 1.8.2

lf  thio  pllicy),  the  BG-MSA ohall  appli�t  a  �ew liga�izatl� ieopl�oible  fli  the  pilvioil�  lf  key

ceiticatl� oeiviceo tl the BG-CP a�d fli the impleme�tatl� lf the applicable iequiieme�to i� thio

pllicy. The cuiie�t liga�izatl� ohall  tia�ofei ito MSCA-ielated aooeto, i�cludi�g ieclido iequiied tl

pilvide evide�ce lf ceiticatl� fli the puiploeo lf legal pilceedi�go, tl the �ew liga�izatl� li tl

the BG-MSA, while e�ouii�g that cl�ide�tality a�d i�tegiity aie mai�tai�ed.

I� paitculai, beflie the BG-MSCA teimi�ateo ito oeiviceo the fllllwi�g pilceduieo ohall be executed ao

a mi�imum:

 BG-MSCA ohall i�flim the BG-MSA, BG-CIA, the BG-CP a�d the ERCA;

 BG-MSCA ohall teimi�ate all authliizatl� lf oubcl�tiactlio tl act l� behalf lf the BG-MSCA i�

the peiflima�ce lf a�y fu�ctl�o ielated tl the pilceoo lf iooui�g ceiticateo;

 BG-MSCA ohall peiflim �eceooaiy u�deitaki�go tl tia�ofei lbligatl�o fli mai�tai�i�g eve�t

llg aichiveo fli theii ieopectve peiild lf tme ao i�dicated i� the CPS;

 BG-MSCA ohall peiflim �eceooaiy u�deitaki�go tl tia�ofei ceiticatl� otatuo i�flimatl� lf

iooued ceiticateo tl the BG-CIA;

 BG-MSCA ohall deotily ito piivate keyo;
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 BG-MSCA ohall have a� aiia�geme�t tl clvei the cloto tl fulil theoe mi�imum iequiieme�to i�

caoe the BG-MSCA beclmeo ba�kiupt li fli lthei ieaol�o io u�able tl clvei the cloto by itoelf;

 BG-MSCA ohall otate i� ito piactceo the pilvioil�o made fli teimi�atl� lf oeivice. Thio ohall

i�clude:

o the �lticatl� lf afected e�tteo;

o the tia�ofei lf ito lbligatl�o tl lthei paiteo;

o the ha�dli�g lf the otatuo i�flimatl� fli ceiticateo that have bee� iooued.

5.9.3. CP Transfer and TermDnaton

I� the eve�t lf teimi�atl� lf BG-CP actvity by the cuiie�tly appli�ted liga�izatl� (oectl� 1.8.4 lf

thio  pllicy),  the  BG-MSA  ohall  appli�t  a  �ew  liga�izatl�  ieopl�oible  fli  the  peiol�alizatl�  lf

tachlgiaph caido a�d fli the impleme�tatl� lf the applicable iequiieme�to i� thio pllicy. The cuiie�t

liga�izatl�  ohall  tia�ofei  ito  CP-ielated  aooeto  tl  the  �ew liga�izatl�  li  tl  the  BG-MSA,  while

e�ouii�g that cl�ide�tality a�d i�tegiity aie mai�tai�ed.

I� theii CPSo, the BG-CIA, BG-MSCA a�d BG-CP ohall  ide�tfy the aooeto that ohall  be tia�ofeiied tl

a�lthei liga�izatl� i� caoe lf teimi�atl�.

The paity bei�g teimi�ated ohall e�ouie that plte�tal dioiuptl�o tl oubociibeio a�d ielyi�g paiteo

due tl the teimi�atl� aie mi�imized.

5.10. CROSS CERTIFICATES

Nl ciloo ceiticateo ohall be uoed.
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6. TECHNICAL SECURITY CONTROLS

6.1. KEY PAIR GENERATION AN  INSTALLATION

6.1.1. Key PaDr Generaton and Master Key Imhort

6.1.1.1. By the MSCA

The BG-MSCA ohall  ge�eiate BG-MSCA key paiio  fli Pilductl� i� acclida�ce with Appe�dix 11 tl

A��ex 1C lf EU Regulatl� 799/20rs16 [3]. Ge�eiatl� lf key paiio ohall be u�deitake� i� a HSM that

clmplieo with the iequiieme�to i� oectl� 6.2 lf thio pllicy. The HSM ohall be llcated i� a phyoically

oecuied  e�viil�me�t.  BG-MSCA key paii  ge�eiatl� ohall  be  peiflimed i�  a  ma�ual  li  autlmatc

pilceoo that io u�dei (at leaot) dual peiol� cl�till, wheie all cl�tillli�g peiol�o have a tiuoted ille.

The  BG-MSCA  ohall  uoe  publicly  opeciied  a�d  appilpiiate  ciyptlgiaphic  algliithmo  fli  key  paii

ge�eiatl�. The BG-MSCA ohall dlcume�t a oecuie lpeiatl� pilceduie fli ge�eiat�g key paiio.

The  BG-MSCA  ohall  have  the  �eceooaiy  key  paiio  a�d  aoolciated  oig�i�g  ceiticateo  tl  e�ouie

cl�t�uity.

6.1.1.2. By the CP

The BG-CP ohall ge�eiate tachlgiaph caid key paiio fli Pilductl� i� acclida�ce with Appe�dix 11 tl

A��ex 1C lf EU Regulatl� 799/20rs16 [3]. The BG-CP ohall alol ge�eiate ephemeial key paiio fli key

agieeme�t, ao opeciied i� the Smait Tachlgiaph ERCA ceiticate pllicy. Ge�eiatl� lf key paiio ohall

be u�deitake� i� a phyoically oecuied e�viil�me�t i� a ma�ual li autlmatc pilceoo that io u�dei (at

leaot)  dual  peiol�  cl�till,  wheie  all  cl�tillli�g  peiol�o  have  a  tiuoted  ille.  The BG-CP ohall  uoe

publicly opeciied a�d appilpiiate ciyptlgiaphic algliithmo fli key paii ge�eiatl�.

Ephemeial key paiio fli key agieeme�t with the ERCA duii�g maotei key diotiibutl� ohall be ge�eiated

i�  the  HSM i�tl  which  the  key  diotiibutl� meooage  cl�tai�i�g  the  e�ciypted  maotei  key  will  be

implited.

The BG-CP ohall implit a maotei key fli Pilductl� ao opeciied i� chaptei 4 lf thio pllicy. Maotei key

implit ohall be u�deitake� i� a phyoically oecuied e�viil�me�t by peiol��el i� tiuoted illeo u�dei (at

leaot) dual peiol� cl�till.

The BG-CP ohall dlcume�t a oecuie lpeiatl� pilceduie fli ge�eiat�g tachlgiaph caid paiio, ao well

ao fli implit�g a maotei key (i�cludi�g the ge�eiatl� lf a� ephemeial key paii).
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6.1.2. PrDvate key and master key delDvery to subscrDber

6.1.2.1. By the MSCA

The BG-MSCA ohall �lt cieate key paiio fli oubociibeio. Cl�oeque�tly, theie io �l �eed tl diotiibute

piivate keyo tl oubociibeio.
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6.1.2.2. By the CP

The BG-CP cieateo key paiio  fli oubociibeio.  Piivate keyo aie deliveied tl oubociibeio otlied i� the

oecuie memliy lf the tachlgiaph caid.

Tachlgiaph caid key paii ge�eiatl� may be dl�e eithei l�-blaid the caid (with the public key bei�g

explited by the caid), li lutoide the caid (with the piivate key bei�g i�oeited i�tl the caid). I� the CPS,

the BG-CP ohall i�dicate which lf theoe twl methldo io uoed.

If caid key paii ge�eiatl� io dl�e l�-blaid the caid, the caid ohall clmply with the iequiieme�to i�

oectl� 6.2 lf thio pllicy. The caid piivate key(o) ohall �evei leave the caid, thilughlut ito lifetme.

If  caid key  paii  ge�eiatl� io  �lt  dl�e l�-blaid the caid,  it  ohall  take place withi�  a� HSM that

clmplieo with the iequiieme�to i� oectl� 6.2 lf thio pllicy. Tia�oplit lf the piivate key film the HSM

i�tl  the  oecuie  memliy  lf  the  omait  caid  ohall  take  place  i�  a  phyoically  oecuied  e�viil�me�t.

Mlielvei, the cl�ide�tality, authe�tcity a�d cliiect�eoo lf the piivate key ohall be e�ouied at all

tmeo. A�y ieleva�t pieociiptl� ielated tl key lladi�g, ma�dated by the Clmml� Ciiteiia oecuiity

ceiticatl� lf the tachlgiaph caid, ohall be met duii�g the peiol�alizatl� pilceoo. Afei i�iohi�g the

peiol�alizatl� pilceoo lf the caid, the BG-CP ohall deotily a�y clpieo lf the piivate key that exiot

lutoide the caid.

Fli wlikohlp caido a�d cl�till caido, the BG-CP alol �eedo tl tia�ofei KM-WC a�d/li KDSRC film the

HSM tl the caid’o oecuie memliy. I�oeitl� lf a maotei key i�tl a tachlgiaph caid ohall take place i�

ouch a way that the cl�ide�tality, authe�tcity a�d cliiect�eoo lf the key io e�ouied at all tmeo. The

pilceoo ohall be i� clmplia�ce with the ieleva�t pieociiptl�o ma�dated by the caid’o Clmml� Ciiteiia

oecuiity ceiticatl�.

6.1.3. PublDc key delDvery to certicate Dssuer

6.1.3.1. By the MSCA

The BG-MSCA ohall delivei the BG-MSCA public keyo tl be ceitied tl the ERCA uoi�g the pilceduie

deociibed i� oectl� 4.1 lf the ERCA ceiticate pllicy.

6.1.3.2. By the CP

The BG-CP ohall delivei the caid public keyo tl be ceitied tl the BG-MSCA uoi�g a key ceiticatl�

iequeot.
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6.1.4. PublDc key delDvery to relyDng hartes

6.1.4.1. ERCA PublDc Key  elDvery

The  BG-MSCA a�d  the  BG-CP  ohall  dlw�llad  the  ERCA illt  public  key  film the  ERCA ieploitliy

me�tl�ed i� the ERCA ceiticate pllicy. Whe� the ERCA publioheo a �ew ERCA illt ceiticate, the BG-

MSCA a�d the BG-CP ohall dlw�llad the �ew ceiticate all�g with the li�k ceiticate, a�d ohall veiify

the li�k ceiticate with the pieviluo ERCA illt key.

The BG-MSCA ohall uoe the ERCA illt public keyo tl validate the oig�atuie lvei a�y MSCA ceiticate it

ieceiveo film the ERCA.

The BG-CP ohall i�oeit the iiot-ge�eiatl� ERCA ceiticate cl�tai�i�g the public key ao a tiuot pli�t i�

the Ge�-1 applicatl� lf each tachlgiaph caid. Mlielvei, the BG-CP ohall i�oeit l�e, twl li thiee Ge�-

2 ERCA ceiticateo cl�tai�i�g public keyo ao tiuot pli�to i� the Ge�-2 applicatl� lf each tachlgiaph

caid, ao opeciied i� iequiieme�t CSMd91 i� Appe�dix 11 tl A��ex 1C lf EU Regulatl� 799/20rs16 [3].

Fi�ally, if available, the BG-CP ohall peiol�alize a li�k ceiticate i� EF Li�kdCeiticate l� each caid, ao

opeciied i� iequiieme�t CSMd91 a�d i� Appe�dix 2 tl A��ex 1C.

6.1.4.2.MSCA PublDc Key  elDvery

BG-MSCA ohall pilvide the BG-CP with the Ge�-1 a�d Ge�-2 MSCA ceiticateo cl�tai�i�g the public

keyo that ca� be uoed tl veiify the oig�atuie lvei each caid ceiticate oe�t by the BG-MSCA tl the BG-

CP.

The BG-CP ohall i�clude the Ge�-1 MSCA ceiticate i�tl the Ge�-1 applicatl� lf each caid a�d the

Ge�-2 MSCA ceiticate i�tl the Ge�-2 applicatl� lf each caid.

6.1.4.3. Card PublDc Key  elDvery

The BG-CP ohall i�clude all caid ceiticateo cl�tai�i�g the caid public keyo i�tl the ieleva�t applicatl�

l� each tachlgiaph caid, ao opeciied i� Appe�dix 2 lf Appe�dix 11 tl A��ex 1C lf EU Regulatl�

799/20rs16 [3].

6.1.5. Key sDzes

BG-MSCA a�d the BG-CP ohall chlloe the key oizeo lf the key paiio they ge�eiate i� acclida�ce with

the iequiieme�to i� Appe�dix 11 lf A��ex 1C lf EU Regulatl� 799/20rs16 [3].
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6.1.6. PublDc key harameters generaton and qualDty checkDng

I� theii CPSo, the BG-MSCA a�d the BG-CP ohall i�dicate whethei they will uoe the Biai�plll li NIST

family lf ota�daidized dlmai� paiameteio fli theii Ge�-2 key paiio, i� acclida�ce with iequiieme�t

CSMd48 i� A��ex 1C lf EU Regulatl� 799/20rs16 [3].

Tl e�ouie oufficie�t quality (i.e. ia�dlm�eoo) lf the ge�eiated key, a�y ia�dlm value iequiied fli key

ge�eiatl� ohall be ge�eiated by a ia�dlm bit ge�eiatli that io impleme�ted withi� the ceitied HSM

(li tachlgiaph caid) that ge�eiateo the key.

6.1.7. Key usage hurhoses

The BG-MSCA ohall  uoe the BG-MSCA piivate keyo l�ly fli digitally  oig�i�g iooued tachlgiaph caid

ceiticateo, ao detailed i� chaptei 3 lf thio pllicy.

The BG-CP ohall �lt uoe the tachlgiaph caid piivate keyo it ge�eiateo fli a�y puiploe, except i�oeit�g

them i�tl tachlgiaph caido (if they aie �lt ge�eiated i�oide the caid). A tachlgiaph caid ohall uoe ito

piivate key(o) fli mutual authe�tcatl� tlwaido VUo a�d (plooibly) digitally oig�i�g dlw�lladed data,

ao opeciied i� Appe�dix 11 tl A��ex 1C lf EU Regulatl� 799/20rs16 [3].

6.2. PRIVATE  KEY  AN  SYMMETRIC  KEY  PROTECTION  AN  CRYPTOGRAPHIC  MO ULE

ENGINEERING CONTROLS

6.2.1. CryhtograhhDc module standards and controls

Tl piltect the cl�ide�tality, i�tegiity a�d availability lf piivate keyo, the BG-MSCA a�d the BG-CP

ohall ge�eiate a�d uoe a�y piivate keyo excluoively i� a Haidwaie Secuiity Mldule (HSM) li tachlgiaph

caid. Similaily, the BG-CP ohall iequeot, implit a�d otlie a�y maotei key excluoively i� a HSM li omait

caid. Fli blth puiploeo, the HSM ohall

 be ceitied tl EAL 4 li highei i� acclida�ce with ISO/IEC 1540rs8 uoi�g a ouitable Piltectl�

Pilile; li

 meet the iequiieme�to i� ISO/IEC 19790rs level 3 [13]; li

 meet the iequiieme�to i� FIPS PUB 140rs-2 level 3 [14]; li

 lfei  a�  equivale�t  level  lf  oecuiity  acclidi�g  tl  equivale�t  �atl�ally  li  i�tei�atl�ally

ieclg�ized evaluatl� ciiteiia fli IT oecuiity.

I� caoe caid key paii ge�eiatl� io dl�e l�-blaid the caid, key ge�eiatl� ohall be clveied by the

Clmml� Ciiteiia oecuiity ceiticatl� lf the caid. The caid ohall uoe publicly opeciied a�d appilpiiate

ciyptlgiaphic algliithmo fli key paii ge�eiatl�.

Piivate key lpeiatl�o a�d oymmetiic key lpeiatl�o ohall take excluoively place i�tei�ally i� the HSM

li omait caid wheie the keyo uoed aie otlied.
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The ablve iequiieme�to apply l�ly tl keyo uoed fli Pilductl�. Keyo uoed fli I�teilpeiability Teot�g

may be ge�eiated a�d uoed lutoide a HSM.
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6.2.2. PrDvate key and master key mult-herson control

6.2.2.1. By the MSCA

The BG-MSCA ohall make ouie that BG-MSCA piivate keyo fli Pilductl� aie uoed l�ly i� a ma�ual li

autlmatc pilceoo that io u�dei (at leaot) dual peiol� cl�till, wheie all  cl�tillli�g peiol�o have a

tiuoted ille. Thio iequiieme�t dleo �lt apply fli piivate keyo uoed fli I�teilpeiability Teot�g.

I� ito CPS, BG-MSCA ohall  opecify the �umbei a�d tiuoted ille lf peiol�o �eeded tl caiiy lut the

fllllwi�g lpeiatl�o l� BG-MSCA piivate keyo i� a� HSM:

 ge�eiatl�;

 actvatl� fli uoe (oee oectl� 6.2.8 lf thio pllicy);

• explit fli backup puiploeo;

 implit (ieclveiy) film a backup;

 deotiuctl�.

Each lf theoe lpeiatl�o ohall l�ly be plooible if the �umbei lf tiuoted peiol�o opeciied i� the CPS fli

the opeciic taok have authe�tcated themoelveo tlwaido the HSM, uoi�g the actvatl� data deociibed

i� oectl� 6.4 lf thio pllicy.

6.2.2.2. By the CP

If tachlgiaph caid piivate keyo aie ge�eiated l�-blaid the caid (oee oectl� 6.1.1.2 lf thio pllicy) the�

piivate key ma�ageme�t io �lt �eceooaiy, ao it �evei leaveo the caid.

If tachlgiaph caid piivate keyo fli Pilductl� aie ge�eiated i� a� HSM, the� the BG-CP ohall make ouie

that they aie uoed l�ly i� a ma�ual li autlmatc pilceoo that io u�dei (at leaot) dual peiol� cl�till,

wheie all cl�tillli�g peiol�o have a tiuoted ille. Thio iequiieme�t dleo �lt apply fli piivate keyo uoed

fli I�teilpeiability Teot�g.

I� ito CPS, the BG-CP ohall  opecify the �umbei a�d tiuoted ille lf peiol�o �eeded tl caiiy lut the

fllllwi�g lpeiatl�o l� tachlgiaph caid piivate keyo i� a� HSM:

 ge�eiatl�;

 explit fli i�oeit�g i�tl tachlgiaph caido;

 deotiuctl�.

Mlielvei, the CPS ohall opecify the �umbei a�d tiuoted ille lf BG-CP empllyeeo �eeded tl caiiy lut

the fllllwi�g lpeiatl�o l� a maotei key i� a� HSM:

 implit;

 explit fli i�oeitl� i�tl wlikohlp caido;

 explit fli backup puiploeo;

 implit (ieclveiy) film a backup;
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 deotiuctl�.

Each lf theoe lpeiatl�o ohall l�ly be plooible if the �umbei lf tiuoted peiol�o opeciied i� the CPS fli

the opeciic taok have authe�tcated themoelveo tlwaido the HSM, uoi�g the actvatl� data deociibed

i� oectl� 6.4 lf thio pllicy.

6.2.3. PrDvate key and master key escrow

Key eocilw lf BG-MSCA piivate keyo io expieooly flibidde�: ouch keyo ohall �lt be explited tl li otlied

i� a�y oyotem apait film the BG-MSCA oyotemo.

Key eocilw lf caid piivate keyo io expieooly flibidde�: afei peiol�alizatl� io i�iohed, ouch keyo ohall

�lt be otlied i� a�y oyotem apait film the tachlgiaph caid itoelf.

Key eocilw lf a maotei key io expieooly flibidde�: maotei keyo ohall �lt be explited tl li otlied i� a�y

oyotem apait film the BG-CP oyotemo a�d i� tachlgiaph wlikohlp caido a�d cl�till caido.

6.2.4. PrDvate key and master key backuh

I� ito CPSo, the BG-MSCA a�d the BG-CP ohall deociibe backup a�d ieotlie pilceduieo fli the BG-MSCA

piivate keyo a�d the maotei keyo, ieopectvely. Theoe oecuie lpeiat�g pilceduieo ohall be appilpiiate

tl mi�imioe the cha�ce lf lloo lf theoe keyo. Key backupo ohall be iegulaily veiiied tl make ouie that

keyo ca� otll be ieotlied film them.

A�y clpieo lf the BG-MSCA piivate keyo a�d the maotei keyo ohall  be oubject tl the oame level lf

oecuiity cl�tillo ao the keyo i� uoe.

Tachlgiaph caid piivate keyo ohall �lt be backed up.

6.2.5. PrDvate key and master key archDval

Nl otpulatl�.

6.2.6. PrDvate key and master key transfer Dnto or from a cryhtograhhDc module

BG-MSCA piivate key implit a�d explit i�tl li film a� HSM ohall l�ly take place fli back-up a�d

ieclveiy puiploeo. BG-MSCA piivate keyo ohall be explited l�ly i� e�ciypted flim, piefeiably uoi�g

the default backup a�d ieotlie mecha�iomo lf the HSM.

Tachlgiaph caid piivate key implit io flibidde�. Tachlgiaph caid piivate key explit ohall l�ly take

place fli i�oeitl� i�tl tachlgiaph caido, if �eceooaiy (oectl� 6.1.2.2 lf thio pllicy).

Maotei  key  implit  ohall  l�ly  take  place duii�g  the i�ital  implit  lf  the  Key  Diotiibutl� Meooage

ieceived film the ERCA (oectl� 4.1 lf thio pllicy), a�d fli ieclveiy puiploeo film a backup. Maotei

key explit ohall l�ly take place fli backup puiploeo.
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6.2.7. PrDvate key and master key storage on cryhtograhhDc module

Keyo ohall be otlied i� the HSM i� e�ciypted flim.

6.2.8. Method of actvatng hrDvate key and master key

Fli actvatl� lf  piivate lf maotei keyo otlied i�oide a HSM fli uoe, the BG-MSCA a�d the BG-CP

ohluld uoe twl-factli authe�tcatl� mecha�iomo (e.g. a omait caid li lthei tlke� clmbi�ed with a

PIN) tl authe�tcate the HSM lpeiatlio tlwaido the HSM.

6.2.9. Method of deactvatng hrDvate key and master key

The duiatl� lf a� authe�tcatl� oeooil� ohall �lt be u�limited. At iegulai i�teivalo, tl be opeciied i�

the CPS, ie-authe�tcatl� lf the HSM lpeiatli(o) ohall be �eceooaiy. If ie-authe�tcatl� dleo �lt take

place i� tme, the keyo i�oide the HSM ohall be autlmatcally deactvated fli uoe.

6.2.10. Method of destroyDng hrDvate key and master key

At  the  e�d  lf  the  twl-yeai  piivate  key  uoage  peiild  lf  a�  BG-MSCA  piivate  key  (ao  opeciied  i�

Appe�dix 11 lf A��ex 1C lf EU Regulatl� 799/20rs16 [3], the BG-MSCA ohall deotily all clpieo lf the

key, ouch that it ca��lt be ietiieved.

At the e�d lf the life cycle lf a maotei key (ao opeciied i� Appe�dix 11 lf A��ex 1C), the BG-CP ohall

deotily all clpieo lf the key i� ito plooeooil�, ouch that it ca��lt be ietiieved.

Whe� a� HSM cl�tai�i�g a BG-MSCA piivate key li a maotei key io ieplaced, the keyo otlied i� it ohall

be deotilyed beflie the HSM leaveo the oecuie e�viil�me�t.

Deotiuctl� lf piivate keyo li a maotei key otlied i� a� HSM ohall be dl�e by uoi�g the fu�ctl� lf the

HSM fli key deotilyi�g. Deotiuctl� lf back-up keyo ohall be dl�e by phyoical deotiuctl� lf the data

caiiieio l� which the backupo aie otlied.

6.2.11. CryhtograhhDc Module Ratng

Refei tl oectl� 6.2.1 lf thio pllicy.

6.3. OTHER ASPECTS OF KEY PAIR MANAGEMENT

BG-MSCA public key ceiticateo a�d he�ce the public keyo ohall be aichived i�dei�itely, ao diocuooed i�

oectl� 5.5 lf thio pllicy.

All BG-MSCA ceiticateo a�d tachlgiaph caid ceiticateo ohall  have the validity peiild opeciied fli

them i� Appe�dix 11 tl A��ex 1C lf EU Regulatl� 799/20rs16 [3].
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Ao opeciied i� Appe�dix 11, the BG-MSCA ohall uoe a� BG-MSCA piivate key fli maximum twl yeaio,

otait�g film the efectve date i� the cliieopl�di�g ceiticate.

The piivate uoage peiild lf a tachlgiaph caid piivate key ohall be the oame ao the validity peiild lf the

cliieopl�di�g ceiticate.

6.4. ACTIVATION  ATA

BG-MSCA  a�d  the  BG-CP  ohall  deociibe  i�  theii  CPSo  all  ciede�talo,  ouch  ao  paoowlido,  PINo,

authe�tcatl� omait caido li lthei tlke�o, that aie �eceooaiy tl bii�g the HSM(o) cl�tai�i�g the BG-

MSCA piivate key(o) li the maotei keyo a�d the HSM(o) uoed tl ge�eiate caid key paiio (ao appilpiiate)

i� a� lpeiatl�al otate li tl actvate a piivate key li maotei key fli uoe.

BG-MSCA a�d the BG-CP ohall dlcume�t iequiieme�to iegaidi�g the le�gth a�d clmplexity lf theoe

ciede�talo, ao well ao iegaidi�g the tiuoted ille ieopl�oible fli ge�eiat�g them a�d the ciicumota�ceo

a�d fieque�cy u�dei which they ohall be cha�ged. The BG-MSCA a�d the BG-CP ohall dlcume�t the

oecuie lpeiat�g pilceduieo tl be fllllwed tl oet each lf the ciede�talo tl theii i�ital value a�d tl

cha�ge them.

A ciede�tal ohall be cha�ged peiildically, a�d at leaot whe�evei a peiol� that io i� plooeooil� lf li hao

k�lwledge lf that ciede�tal leaveo theii fu�ctl� li io aooig�ed a�lthei tiuoted ille.

BG-MSCA a�d the BG-CP ohall deociibe the meaouieo take� tl piltect the availability, cl�ide�tality

a�d i�tegiity lf all actvatl� data.

6.5. COMPUTER SECURITY CONTROLS

Clmputei oecuiity cl�tillo ohall be impleme�ted tl e�ouie oecuie lpeiatl�o. The BG-CIA, BG-MSCA

a�d BG-CP ohall  deociibe the opeciic tech�ical  oecuiity meaouieo take� tl haide� theii  oyotemo.  A

pilve� oyotem oecuiity checkliot appilpiiate fli the ieleva�t lpeiat�g oyotem ohluld be applied.

6.6. LIFE CYCLE SECURITY CONTROLS

6.6.1. System develohment controls

The BG-CIA, BG-MSCA a�d BG-CP ohall deociibe the piactceo a�d cl�tillo uoed duii�g the devellpme�t

li oluici�g lf theii oyotemo. A iiok a�alyoio ohall be caiiied lut duii�g the deoig� a�d iequiieme�to

opeciicatl� lf a�y oyotemo devellpme�t pilject u�deitake� by theoe paiteo li l� behalf lf theoe

paiteo, tl e�ouie that a� adequate level lf oecuiity io built i�tl the devellped oyotemo.

The fu�ctl�ality a�d oecuiity lf haidwaie a�d olfwaie ohall be teoted pilpeily beflie bei�g take�

i�tl pilductl�.
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6.6.2. SecurDty management controls

Secuiity  ma�ageme�t  cl�tillo  ohall  i�clude  executl� lf  tlllo  a�d  pilceduieo  tl  e�ouie  that  the

lpeiatl�al oyotemo a�d �etwliko  adheie tl cl�iguied oecuiity.  Theoe tlllo  a�d pilceduieo  ohall

i�clude checki�g the i�tegiity lf the oecuiity olfwaie, iimwaie, a�d haidwaie tl e�ouie theii cliiect

lpeiatl�. I� theii CPSo, the BG-CIA, BG-MSCA a�d BG-CP ohall opecify the tlllo a�d pilceduieo uoed

fli i�tegiity checki�g, ao well ao the oclpe a�d fieque�cy lf ouch checko.

6.6.3. LDfe cycle securDty controls

The BG-CIA, BG-MSCA a�d BG-CP ohall deociibe theii CPSo iegaidi�g updateo lf haidwaie, lpeiat�g

oyotemo a�d olfwaie. Cha�ge cl�till pilceduieo ohall  exiot fli mldiicatl�o a�d ieleaoeo fli a�y

lpeiatl�al olfwaie. A oepaiatl� betwee� Accepta�ce (li Pie-Pilductl�) a�d Pilductl� oyotemo

ohall be mai�tai�ed. Cha�ge pilceduieo a�d oecuiity ma�ageme�t pilceduieo ohall guaia�tee that the

iequiied oecuiity level io mai�tai�ed i� the Pilductl� oyotem.

Cha�ge cl�till pilceduieo ohall be dlcume�ted a�d uoed fli ieleaoeo, mldiicatl�o a�d (emeige�cy)

olfwaie ixeo fli a�y lpeiatl�al olfwaie.

6.7. NETWORK SECURITY CONTROLS

The  BG-CIA,  BG-MSCA a�d  BG-CP  ohall  dlcume�t  theii  �etwlik  aichitectuie,  i�cludi�g  the  uoe  lf

iiewallo a�d IDS/IPS, if a�y.

The BG-MSCA a�d the BG-CP ohall oegiegate a�d impleme�t theii �etwlik aichitectuie i� ouch a way

that acceoo film the i�tei�et tl theii i�tei�al �etwlik dlmai�, a�d film the i�tei�al �etwlik dlmai�

tl the oyotemo uoed tl ge�eiate, ma�age a�d otlie ciyptlgiaphic keyo (i�cludi�g the HSMo), ca� be

efectvely cl�tillled.

6.8. TIMESTAMPING

The tme a�d date lf a� eve�t ohall be i�cluded i� eveiy audit tiail e�tiy. I� theii CPSo, the BG-CIA, BG-

MSCA a�d BG-CP ohall deociibe hlw tme io oy�chil�ized a�d veiiied.
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7. CERTIFICATE, CRL, AN  OCSP PROFILES

7.1. CERTIFICATE PROFILE

All  ceiticateo  ohall  have  the  pilile  opeciied  i�  A��ex  1C,  Appe�dix  11  a�d  Appe�dix  1  lf  the

Clmmiooil� Impleme�t�g Regulatl� (EU) 799/20rs16 [3],  ame�ded by the Euilpea� Clmmiooil� i�

20rs18:

 ata Obecect Req FDeld I Tag Length

(bytes)

ASN.1  data

tyhe
ECC (CV) Ceiticate m C ‘7F 21’ vai

Ceiticate Bldy m B ‘7F 4E’ vai
Ceiticate Pilile Ide�tiei m CPI ‘5F 29’ ‘0rs1’ INTEGER (0rs…

255)
Ceiticatl� Authliity

Refeie�ce

m CAR ‘42’ ‘0rs8’ KeyIde�tiei

Ceiticate Hlldei Authliioatl� m CHA ‘5F 4C’ ‘0rs7’ Ceiticate

Hlldei

Authliioatl

�
Public Key m PK ‘7F 49’ vai
Sta�daidioed Dlmai� Paiameteio OID m DP ‘0rs6’ vai OBJECT

IDENTIFIER
Public Pli�t m PP ‘86’ vai OCTET

STRING
Ceiticate Hlldei Refeie�ce m CHR ‘5F 20rs’ ‘0rs8’ KeyIde�tiei
Ceiticate Efectve Date m CEfD ‘5F 25’ ‘0rs4’ TimeReal
Ceiticate Expiiatl�

Date

m CExD ‘5F 24’ ‘0rs4’ TimeReal

ECC Ceiticate Sig�atuie m S ‘5F 37’ vai OCTET

STRING
Table 5 Certicate proile
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The algliithm io  i�dicated via  the Sta�daidized Dlmai� Paiameteio OID ao opeciied i�  Table 1 lf

Appe�dix 11, A��ex 1C lf the Clmmiooil� Impleme�t�g Regulatl� (EU) 799/20rs16 [3], ame�ded by

the Euilpea� Clmmiooil� i� 20rs18. The lptl�o aie:

Name Obecect Identier reference Obecect Ddentier value
NIST P-256 oecp256i1 1.2.840rs.10rs0rs45.3.1.7
Biai�plllP256i1 biai�plllP256i1 1.3.36.3.3.2.8.1.1.7
NIST P-384 oecp384i1 1.3.132.0rs.34
Biai�plll P384i1 biai�plllP384i1 1.3.36.3.3.2.8.1.1.11
Biai�plll P512i1 biai�plllP512i1 1.3.36.3.3.2.8.1.1.13
NIST P-521 Secp521i1 1.3.132.0rs.35

Table 6 Allowed mtandardized Doaain Paraaeters OI Ds

7.2. CRL PROFILE

Revlcatl� lf equipme�t a�d caid ceiticateo iooued by BG-MSCA io �lt alllwed.

Nl CRL ohall be publiohed.

BG-MSCA  ceiticateo  (iooued  by  ERCA)  otatuo  ca�  be  flu�d  l�  ERCA  weboite

httpo://dtc.jic.ec.euilpa.eu.

7.3. OCSP PROFILE

Nl OCSP ohall be uoed.
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8. COMPLIANCE AU IT AN  OTHER ASSESSMENT

8.1. FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT

The iiot full a�d flimal audit l� the BG-CIA, BG-MSCA a�d BG-CP lpeiatl� ohall be peiflimed withi�

12 ml�tho lf the otait lf the lpeiatl�o clveied by the BG-MSA ceiticate pllicy. The BG-MSA may

alol lidei a clmplia�ce audit by a� auditli at a�y tme at ito diocietl�.

The BG-CIA, BG-MSCA, BG-CP audito ohall eotablioh whethei the iequiieme�to l� the BG-MSA deociibed

i� thio dlcume�t aie bei�g mai�tai�ed.

If a� audit i�do �l evide�ce lf �l�-cl�flimity, the �ext audit ohall be peiflimed withi� 24 ml�tho. If

a� audit i�do evide�ce lf �l�-cl�flimity, a fllllw-up audit ohall be peiflimed withi� 12 ml�tho tl

veiify that the �l�-cl�flimiteo have bee� ollved.

Beflie the otait lf the lpeiatl�o clveied by the BG-MSA ceiticate pllicy, the BG-MSA ohall caiiy lut

a pie-lpeiatl�al aooeoome�t tl lbtai� evide�ce that the BG-CIA, BG-MSCA a�d BG-CP liga�izatl�o io

able tl lpeiate i� cl�flima�ce tl the iequiieme�to i� the BG-MSA ceiticate pllicy.

Ao a mi�imum, the fllllwi�g ohall be aooeooed:

 that the faciliteo hluoi�g the lpeiatl�o clveied by thio pllicy clmply with the iequiieme�to i�

oectl� 5.1 lf thio pllicy;

 that  all  oyotemo  (haidwaie  a�d  olfwaie)  aie  i�  place  a�d  aie  fu�ctl�i�g  acclidi�g  tl

opeciicatl�;

 that all oyotemo (haidwaie a�d olfwaie) clmply with the iequiieme�to i� “Chaptei 6 Tech�ical

Secuiity Cl�tillo” lf thio pllicy, ouch that the iequiied level lf phyoical a�d llgical piltectl�

lf ciyptlgiaphic keyo a�d lthei cl�ide�tal i�flimatl� io e�ouied;

 that all �eceooaiy tiuoted illeo have bee� aooig�ed i� acclida�ce with oectl� 5.3 lf thio pllicy.

8.2. I ENTITY/QUALIFICATIONS OF ASSESSOR

The audit ohall be peiflimed by a� i�depe�de�t auditli.

A�y peiol� oelected li pilploed tl peiflim the BG-CIA, BG-MSCA a�d BG-CP clmplia�ce audit ohall

iiot be appilved by the BG-MSA.

The �ameo lf the auditlio which will peiflim the audito ohall be iegioteied. Such auditlio ohall clmply

with the fllllwi�g iequiieme�to:

 Ethical behavior: tiuotwlithi�eoo, u�iflimity, cl�ide�tality iegaidi�g theii ielatl�ohip tl the

liga�izatl� tl be audited a�d whe� ha�dli�g ito i�flimatl� a�d data;

 Fair  presentaton:  i�di�go,  cl�cluoil�o  a�d  ieplito  film  the  audit  aie  tiue  a�d  piecioely

deociibe all the actviteo caiiied lut duii�g the audit;
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 Proressional approach: hao a high level lf expeitoe a�d pilfeooil�al clmpete�cy a�d makeo

efectve uoe lf ito expeiie�ce gai�ed thilugh glld a�d deep-illted piactce i� i�flimatl�

tech�lllgieo, PKI a�d the ielated tech�ical �limo a�d ota�daido.

The auditli ohall plooeoo oig�iica�t k�lwledge lf, a�d piefeiably be acciedited fli:

 peiflima�ce lf i�flimatl� oyotem oecuiity audito;

 PKI a�d ciyptlgiaphic tech�lllgieo;

 the lpeiatl� lf PKI olfwaie;

 the ieleva�t Euilpea� Clmmiooil� pllicieo a�d iegulatl�o.

8.3. ASSESSOR’S RELATIONSHIP TO ASSESSE  ENTITY

The auditli ohall be i�depe�de�t a�d �lt cl��ected tl the liga�izatl� bei�g the oubject lf the audit.

8.4. TOPICS COVERE  BY ASSESSMENT

BG-CIA, BG-MSCA a�d BG-CP audito ohall clvei clmplia�ce tl the cuiie�t BG-MSA ceiticate pllicy,

theii ieopectve CPSo, the BG-CIA CPS, BG-MSCA CPS a�d BG-CP CPS a�d aoolciated pilceduieo a�d

tech�iqueo tl be audited.

The  oclpe  lf  the  clmplia�ce  audit  ohall  be  the  impleme�tatl�  lf  the  tech�ical,  pilceduial  a�d

peiol��el piactceo deociibed i� theoe dlcume�to.

Slme aieao lf flcuo fli the audito ohall be:

 ide�ticatl� a�d authe�tcatl� (“Chaptei 3 Ide�ticatl� a�d Authe�tcatl�”)

 lpeiatl�al fu�ctl�o/oeiviceo (“Chaptei 4 Life-Cycle Opeiatl�al Requiieme�to fli Ceiticateo

a�d Maotei Keyo”);

 phyoical,  pilceduial  a�d  peiol��el  oecuiity  cl�tillo  (“Chaptei  5 Facility,  ma�ageme�t  a�d

Opeiatl�al Cl�tillo”);

 key ma�ageme�t (“Chaptei 4 Life-Cycle Opeiatl�al Requiieme�to fli Ceiticateo a�d Maotei

Keyo” a�d “Chaptei 6 Tech�ical Secuiity Cl�tillo”);

 tech�ical oecuiity cl�tillo (“Chaptei 6 Tech�ical Secuiity Cl�tillo”).

Duii�g the audit, the auditli ohall aooeoo the audit llgo (oectl� 5.4 lf thio pllicy) tl deteimi�e whethei

weak�eooeo aie pieoe�t i� the oecuiity lf the oyotemo lf the liga�izatl� tl be audited.

8.5. ACTIONS TAKEN AS A RESULT OF  EFICIENCY

If  deicie�cieo  fli  �l�–cl�flimity  aie  dioclveied by  the auditli,  cliiectve  actl�o  ohall  be  take�

immediately  by  the liga�izatl� (BG-CIA,  BG-MSCA,  BG-CP)  that  wao  audited.  Afei  the cliiectve

actl�o have bee� fulilled a fllllw-up audit ohall take place withi� 12 ml�tho.
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8.6. COMMUNICATION OF RESULTS

Fli the BG-CIA, BG-MSCA a�d BG-CP audito, the i�depe�de�t auditli ohall ieplit the full ieoulto lf the

clmplia�ce audit tl the liga�izatl� that wao audited a�d tl BG-MSA i� E�glioh la�guage.

The BG-MSA ohall oe�d a oummaiy lf the audit ieplit clveii�g the ieleva�t ieoulto lf the audit tl

ERCA.

Thio oummaiy lf the audit ieplit ohall i�clude at leaot the �umbei lf deviatl�o flu�d a�d the �atuie

lf each deviatl�.

If iequeoted by ERCA, the BG-MSA ohall oe�d the full ieoulto lf the clmplia�ce audit tl ERCA.
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9. OTHER BUSINESS AN  LEGAL MATTERS

9.1. FEES

Nl otpulatl�.

9.2. FINANCIAL RESPONSIBILITY

The BG-CIA, BG-MSCA a�d BG-CP ohall  have adequate aiia�geme�to tl clvei liabiliteo aiioi�g film

theii lpeiatl�o a�d/li actviteo.

Nl lthei otpulatl�.

9.3. CONFI ENTIALITY OF BUSINESS INFORMATION

Cl�ide�tal data ohall clmpiehe�d at leaot:

 Piivate keyo;

 Symmetiic maotei keyo;

 Audit llgo;

 Detailed dlcume�tatl� iegaidi�g the PKI ma�ageme�t;

Cl�ide�tal i�flimatl� ohall �lt be ieleaoed, u�leoo a legal lbligatl� exioto tl dl ol.

Ceiticateo aie �lt cl�oideied tl be cl�ide�tal.

Ide�ticatl�  i�flimatl�  li  lthei  peiol�al  li  clipliate  i�flimatl�  appeaii�g  l�  caido  a�d  i�

ceiticateo io �lt cl�oideied tl be cl�ide�tal, u�leoo otatuteo li opecial agieeme�to ol dictate.

9.4. PRIVACY OF PERSONAL INFORMATION

The BG-CIA, BG-MSCA a�d BG-CP ohall tieat all peiol�al i�flimatl�, eopecially i�flimatl� pilvided

by Caid Hlldeio i� the cluioe lf theii applicatl� fli a tachlgiaph caid, acclidi�g tl the Ge�eial Data

Piltectl� Regulatl� 679/20rs16. Appilpiiate tech�ical a�d liga�izatl�al meaouieo ohall be take� tl

pieve�t  u�authliized  li  u�lawful  pilceooi�g  lf  peiol�al  data  a�d  tl  pieve�t  accide�tal  lloo  li

deotiuctl� lf, li damage tl, peiol�al data.

Peiol�ally ide�tiable i�flimatl�, cl�tact i�flimatl�, a�d authliizatl�o lf BG-CIA, BG-MSCA a�d

BG-CP otaf aie piivate.

Peiol�ally ide�tiable li clipliate i�flimatl� a�d cl�tact i�flimatl� lf Caid Hlldeio that dleo �lt

appeai i� a ceiticate iooued by the BG-MSCA, io piivate.

9.5. INTELLECTUAL PROPERTY RIGHTS

Nl otpulatl�.
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9.6. REPRESENTATIONS AN  WARRANTIES

The BG-CIA liga�izatl� guaia�teeo that the BG-CIA ohall lpeiate acclidi�g tl ERCA CP, BG-MSA CP

a�d the BG-CIA CPS.

The BG-MSCA liga�izatl� guaia�teeo that the BG-MSCA ohall lpeiate acclidi�g tl ERCA CP, BG-MSA

CP a�d the BG-MSCA CPS.

The BG-CP liga�izatl� guaia�teeo that the BG-CP ohall lpeiate acclidi�g tl ERCA CP, BG-MSA CP a�d

the BG-CP CPS.

9.7.  ISCLAIMERS AN  WARRANTIES

BG-MSCA  dioclaimo  all  waiia�teo  a�d  lbligatl�o  lf  a�y  type,  i�cludi�g  a�y  waiia�ty  lf

meicha�tability,  a�y waiia�ty  lf  it�eoo  fli  a  paitculai  puiploe,  a�d a�y waiia�ty  lf  accuiacy  lf

i�flimatl� pilvided (except that it came film a� authliized oluice), a�d fuithei dioclaim a�y a�d all

liability fli �eglige�ce a�d lack lf ieaol�able caie l� the paito lf oubociibeio a�d ielyi�g paiteo.

9.8. OBLIGATIONS

Thio oectl� cl�tai�o pilvioil�o ielat�g tl the ieopectve lbligatl�o lf:

 BG-MSA;

 BG-CIA;

 BG-MSCA;

 BG-CP;

 Caidhlldeio.

9.8.1. BG-MSA OblDgatons

With iegaid tl thio ceiticate pllicy, the BG-MSA hao the fllllwi�g lbligatl�o:

a) Mai�tai� the ceiticate pllicy;

b) Submit thio ceiticate pllicy tl ERCA fli appilval;

c) Appli�t the BG-CIA, BG-MSCA a�d a BG-CP;

d) Audit the appli�ted BG-CIA, BG-MSCA a�d BG-CP;

e) Appilve the BG-CIA, BG-MSCA a�d BG-CP Piactce Stateme�to;

f) Publioh the BG-MSA pllicy;
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9.8.2. BG-CIA OblDgatons

With iegaid tl thio ceiticate pllicy, the appli�ted BG-CIA hao the fllllwi�g lbligatl�o:

a) Fllllw thio BG-MSA ceiticate pllicy;

b) Publioh the BG-CIA Piactce Stateme�t (BG-CIA CPS) that i�cludeo a iefeie�ce tl thio ceiticate

pllicy, tl be appilved by the BG-MSA;

c) E�ouie that cliiect a�d ieleva�t uoei i�flimatl� film the applicatl� pilceoo io paooed tl the

clmpl�e�t peiol�alizeio (CPo);

d) I�flim the uoeio lf the iequiieme�to i� thio pllicy ielated tl the uoe lf the Smait Tachlgiaph

oyotem;

Fli mlie clmpiehe�oive deociiptl� lf BG-CIA ieopl�oibiliteo oee oectl� 1.7.3 lf thio pllicy.

9.8.3. BG-MSCA OblDgatons

With iegaid tl thio ceiticate pllicy, the appli�ted BG-MSCA hao the fllllwi�g lbligatl�o:

a) Fllllw thio BG-MSA ceiticate pllicy;

b) Publioh  the  BG-MSCA  Piactce  Stateme�t  (BG-MSCA CPS)  that  i�cludeo  a  iefeie�ce  tl  thio

ceiticate pllicy, tl be appilved by the BG-MSA;

c) Mai�tai� oufficie�t liga�izatl�al a�d i�a�cial  ieoluiceo tl lpeiate i� cl�flimity with the

iequiieme�to laid dlw� i� thio ceiticate pllicy;

d) Oveioee  that  ERCA  Rllt  Ceiticate  Pllicy  iequiieme�to  will  be  impleme�ted  i�  BG-MSCA

oyotemo;

e) Mai�tai� cl�ide�tality lf the BG-MSCA piivate keyo a�d oymmetiic maotei leyo;

f) eotablioh a� i�flimatl� oecuiity ma�ageme�t oyotem (ISMS), baoed l� a iiok aooeoome�t fli all

the lpeiatl�o i�vllved. The ISMS ohall clvei all pilceooeo ielated tl the iooui�g lf tachlgiaph

caido a�d the ma�ageme�t lf peiol�al data l� theoe caido. The impleme�tatl� lf the ISMS

ohall be ceitied acclidi�g tl ISO 270rs0rs1 [19].

Fli mlie clmpiehe�oive deociiptl� lf BG-MSCA ieopl�oibiliteo oee oectl� Eiili: Refeie�ce oluice

�lt flu�d lf thio pllicy.

9.8.4. BG-CP OblDgatons

With  iegaid  tl  thio  ceiticate  pllicy,  the  appli�ted  clmpl�e�t  peiol�alizei  hao  the  fllllwi�g

lbligatl�o:

a) Fllllw thio BG-MSA ceiticate pllicy;

b) Publioh the CP Piactce Stateme�t (CP CPS) that i�cludeo a iefeie�ce tl thio ceiticate pllicy, tl

be appilved by the BG-MSA;
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c) Mai�tai� oufficie�t liga�izatl�al a�d i�a�cial  ieoluiceo tl lpeiate i� cl�flimity with the

iequiieme�to laid dlw� i� thio ceiticate pllicy;

d) Mai�tai� cl�ide�tality lf the caidhlldei piivate keyo a�d oymmetiic maotei leyo;

e) eotablioh a� i�flimatl� oecuiity ma�ageme�t oyotem (ISMS), baoed l� a iiok aooeoome�t fli all

the lpeiatl�o i�vllved. The ISMS ohall clvei all pilceooeo ielated tl the iooui�g lf tachlgiaph

caido a�d the ma�ageme�t lf peiol�al data l� theoe caido. The impleme�tatl� lf the ISMS

ohall be ceitied acclidi�g tl ISO 270rs0rs1 [19].

Fli  mlie clmpiehe�oive  deociiptl� lf  BG-MSCA ieopl�oibiliteo  oee oectl�  1.7.4Eiili:  Refeie�ce

oluice �lt flu�d lf thio pllicy.

9.8.5. Cardholder OblDgatons

With iegaid tl thio ceiticate pllicy, the caidhlldeio have the fllllwi�g lbligatl�o:

All cards:

a) accuiate  a�d  clmplete  i�flimatl�  io  oubmitted  tl  the  BG-CIA  i�  acclida�ce  with  the

iequiieme�to lf thio pllicy;

b) the keyo a�d ceiticate aie l�ly uoed i� the Smait Tachlgiaph oyotem;

c) the caid io l�ly uoed i� the Smait Tachlgiaph oyotem;

d) ieaol�able caie io exeicioed tl avlid u�authliized uoe lf the equipme�t piivate key a�d caid;

e) a uoei ohall �lt uoe a damaged li expiied caid;

f) a uoei ohall �lt tampei with li attempt tl mldify caido i� a�y way;

g) the uoei ohall �ltfy the BG-CIA withlut a�y ieaol�able delay if a�y lf the fllllwi�g lccuio up

tl the e�d lf the validity peiild i�dicated i� the ceiticate:

 the equipme�t piivate key li caid hao bee� llot, otlle� li plte�tally clmpilmioed;

 the ceiticate cl�te�t io, li beclmeo, i�accuiate.

 rDver card:

a) a uoei may have l�ly l�e valid diivei caid;

b) the uoei may l�ly uoe hio/hei lw� keyo, ceiticate a�d caid;

Workshoh card:

c) a uoei muot piltect hio/hei PIN-clde

d) the caid ohluld �lt leave the piemioeo lf wlikohlp u�leoo iequiied by i�otallatl�, calibiatl�

a�d iepaii lpeiatl�o.

Fli mlie clmpiehe�oive deociiptl� lf caid hlldei ieopl�oibiliteo oee oectl�  1.7.6Eiili: Refeie�ce

oluice �lt flu�d lf thio pllicy.
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9.9. LIMITATIONS OF LIABILITY

Nl otpulatl�.

9.10. IN EMNITIES

Nl otpulatl�.
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9.11. TERM AN  TERMINATION

BG-MSA Ceiticate Pllicy io valid film the mlme�t it io appilved by ERCA a�d it ohall be valid u�tl

fuithei �ltce.

The validity lf thio CP e�do whe� the BG-MSA otlpo lpeiat�g li whe� the BG-MSA a��lu�ceo thio CP

io �l ll�gei valid, e.g. becauoe a �ew veioil� lf the CP beclmeo efectve.

9.12. IN IVI UAL NOTICES AN  COMMUNICATIONS WITH PARTICIPANTS

Nl otpulatl�.

9.13. AMEN MENTS

Thio CP io iooued u�dei ieopl�oibility  lf the BG-MSA. The BG-MSA, i� cllpeiatl� with ERCA, may

ievioe thio CP if it deemo thio �eceooaiy. It io alllwed tl make editliial li typlgiaphical cliiectl�o tl

thio pllicy withlut �lticatl� withlut a� i�cieaoe i� veioil� �umbei.

Fli all lthei cha�geo lf thio CP, the pilceduie fli cha�ge pilploalo a�d appilvalo ohall be ao fllllwo:

1. BG-MSA (a�d ERCA) may oubmit pilploalo fli cha�ge tl the BG-MSA ceiticate pllicy tl ERCA

at a�y tme.

2. ERCA ohall oet a� appilpiiate peiild fli clmme�to. The BG-MSA a�d ERCA may clmme�t l�

the pilploed cha�geo withi� the dei�ed peiild fli clmme�to.

3. BG-MSA ohall cl�oidei the clmme�to a�d ohall decide which, if a�y, lf the �ltied cha�geo tl

impleme�t.

4. ERCA ohall �ltfy the BG-MSA ablut ito decioil�, a�d ohall oet a� appilpiiate peiild fli the

cha�geo tl be impleme�ted.

5. BG-MSA ohall publioh a �ew veioil� lf the BG-MSA ceiticate pllicy i�cludi�g all impleme�ted

cha�geo, acclmpa�ied by a� i�cieaoe i� the veioil� �umbei lf the dlcume�t.

9.13.1. Changes wDthout noticaton

The l�ly cha�geo that may be made tl thio opeciicatl� withlut �lticatl� aie:

 Editliial li typlgiaphical cliiectl�o

 Cha�geo tl the cl�tact detailo.

9.13.2. Changes wDth noticaton

9.13.2.1. Notce

A�y item i� thio ceiticate pllicy may be cha�ged with 90 days’ �ltce.
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Cha�geo tl itemo, which i� the judgeme�t lf the pllicy ieopl�oible liga�izatl� (BG-MSA), will �lt

mateiially impact a oubota�tal majliity lf the uoeio li ielated paiteo uoi�g thio pllicy, may be cha�ged

with 30 days’ �ltce.

9.13.2.2. Comment herDod

Impacted e�tteo may ile clmme�to with the pllicy admi�iotiatl� liga�izatl� withi� 15 dayo lf

liigi�al �ltce.

9.13.2.3. Notied enttes

I�flimatl� ablut cha�geo tl thio pllicy ohall be oe�t tl:

 ERCA;

 BG-CIA;

 BG-MSCA;

 BG-CP.

9.13.2.4. PerDod for FDnal Change Notce

If the pilploed cha�ge io mldiied ao a ieoult lf clmme�to, �ltce lf the mldiied pilploed cha�ge

ohall be give� at leaot 30 days piili tl the cha�ge taki�g efect.

9.13.3. Changes RequDrDng a New MSA PolDcy Ahhroval

If a pllicy cha�ge io deteimi�ed by the BG-MSA liga�izatl� tl have a mateiial impact l� a oig�iica�t

�umbei lf e�tteo afected by thio pllicy, the BG-MSA ohall oubmit the ievioed BG-MSA pllicy tl ERCA

fli appilval.

9.14.  ISPUTE RESOLUTION PROCE URES

The BG-CIA, BG-MSCA a�d BG-CP ohall have pllicieo a�d pilceduieo fli the ieollutl� lf clmplai�to

a�d dioputeo ieceived film Caid Hlldeio li lthei paiteo ablut the pilvioil�i�g lf theii oeiviceo ao

deociibed i� thio MSA ceiticate pllicy.

A�y  diopute  ielated  tl  key  a�d  ceiticate  ma�ageme�t  betwee�  the  BG-MSA,  BG-MSCA,  oeivice

age�cieo  a�d  equipme�t  ma�ufactuieio  ohall  be  ieollved  uoi�g  a�  appilpiiate  diopute  oettleme�t

mecha�iom.  The  diopute  ohall  be  ieollved  by  �egltatl�  if  plooible.  A  diopute  �lt  oettled  by

�egltatl� ohluld be ieollved thilugh aibitiatl� by the BG-MSA.
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9.15. GOVERNING LAW

Euilpea� iegulatl�o ohall glvei� the e�fliceability, cl�otiuctl�, i�teipietatl�, a�d validity lf thio

BG-MSA Ceiticate Pllicy.

9.16. COMPLIANCE WITH APPLICABLE LAW

Thio  Ceiticate  Pllicy  io  i�  clmplia�ce  with  Regulatl�  (EU)  Nl  165/20rs14  [2]  lf  the  Euilpea�

Pailiame�t  a�d  lf  the  Clu�cil  a�d  with  Clmmiooil�  Impleme�t�g  Regulatl�  (EU)  799/20rs16  [3],

ame�ded Clmmiooil� Impleme�t�g Regulatl� (EU) 50rs2/20rs18. I� caoe diociepa�cieo exiot betwee� thio

dlcume�t a�d the Regulatl� li Impleme�t�g Regulatl�, the lattei ohall pievail.

9.17. MISCELLANEOUS PROVISIONS

Nl otpulatl�.

9.18. OTHER PROVISIONS

Nl otpulatl�.
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